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and Matk cxitsenstein of Ty staff he ac- help the Covernment fulfill these re- duce W.‘\desprea.d abuses. The peculiar-
corded the privilese of the floor during sponsibilities. ity of those new complex technologies is
the consideration of this measure. = - T yet if we have learned anything in that once they B0 into operation, it is

The PRESIDING OFFICER. Without - this 1ast year of wWatergate, it 18 that toolate to covrect our mistakes or supply
objestion, ibis 50 ordered. there must be limits upon what the -our oversight.

Tioes the Senator from Nebraska wish Govemment can know aboub each of its Our Founding Fathers had that fore-
to renew s unan'lmom-consent request? citizens. mach time we give up a pit of sight when they wrote the Bill of Rights.
Mr. HRUSE2. I renew MY request, Mr. jnformation about ourselves to the Gov- The first, fourth, and fifth amendments
‘president. : - ernment, we give up some of our free- B&re among the most effective bulwarks
The PRESIDING OFFICER. without dom. For the roore the Government or to personal freedom conceived by the
bjoction, it is 50 ordered. any Institution Knows about us, the more mind of man. Justice Brandeis in his
: power it has over us. when the Govern- classic dissent in the wiretapping case,
) . maent KNows all of our secrets, We stand Olmstead V. United States, 277 U.S. 438,
INTRODUCTION oF 8. 2063 THE naked pefore official power. Stripped of 478 (1927, described with unsurpassed
CRIMINAL JUSTICE INFORMATION our privacy, we lose our rights and priv-. eloguence the importance of the right to
CONTROL AND PROTECTION ofF leges. The Bill of Rights then becomes privacy set out in the Constitution. These
PRIVACY OF 1974 jusg.l 30 m%:lny words. ; N .R words do not g0 stale from repetition:
- : exander Solzyheuitsyn, the Russian ~ The makers »t our Coustitution rnder-
H?c[rls‘:{ f%}fPMffélériidig&qxg;g, g%: Nobel Prize winner, suggests how an took to securs conditions favornble to the

all-knowing overnment dominates its pursuit of happiness. They recognize the
BAYfi, Mr. TUNNEY, Mr. vounes, MI. cigizens in Eisgbook «Cancer ward:"” significance of man's spiritual natfxra, of his
BROOKE, MI. MANSFIELD, MT. RoserT C e every man EOSS imrough life he A1ls n feelings and of his \ntellect, They knew that
; : oul art of © i -
BYRD, Mr. BURDICK, Mr. ROTH, Mr. a number of forms for the record, each iy & P of the pall, pleasure and satls
Hucs SCOTT ™Mr THURMOND and - factions of life are to be found iu materirl
ad ~ ’ . : L containing & number of guestions . . - Theré tnings. They cought to protect Amerlcans in
MI. FoNG, 1 introdpce for appropnitte are thus hundreds of 1ittle threads radiat  gheir beliefs their thoughts their emotions
reference - the “Criminal Justice In- ing from gvery man, milons of tnreads. i gnd  thelr ensations.- Th e;' conferr e, B3
formation control and Pprotection of au. If these fhreagls were suddenly to DB« - against the Govemme}n. the Tight o be vt
privacy Act of 19747 The purposes of come vts'lble, te whole sKY W°‘€‘-l look :‘ke alone——the most comprehiensive of rights and
this  legislation are to impose certain % spider’s web, nd if they materialized 8%  the right most valued by civilized men.
1 restrl i . —inf,orma‘b* og rubber, panks, buses, trams and even people ;
1 oni Y Wﬂ: 4 and di 'i}f%e 4 would all lose the ability to move. and the Governmnent data collection ou indi-
g";‘;l cagl o ec;ﬁrﬂwa“iwlfm-sem alog. wind Sould be unable to CAITY torn-up viduals is not 2 brand new phenomenon.
ora '}%E%E‘émi%ga 1013;1 lei,nc?%gé% phfe e nowspapers OF autum jeaves along the The Pederal Government has been col-
: als 2o 3 -

DLALe, S streets of the city. They are not visible, lecting Lmmense amou ts ary '
fEations Upon the Ta¥orchange of such in- tney are nob material, hut every man 1s > b nts of very senst

formation both among such agencies and constantiy aware Of thelr existence . . - gggamiﬁuéﬁﬂo? on mq“liduals for dec-
ltside the eriminal justice community Eech T, Dermanently awore of his OF0 s. Income ax. gqcm security. and
and otherwis}e- to protect the privacy and invisible threads, naturally develops & re. CENSUS come o nun l%nmedl_z\,tely. Vfll i-
reputations of persons about whom the spect for the people who manipulate the ous §urveys y experts, .prwate orga-
agencles have collected informatiort. -threads. : n%ZEétlp ns s:x ch ads the Na{c.)xonalf Academy
This legisiation deals with the most Perhaps it should come as No Surprise gionglle?gg;fx1?g€eesa 112:/1;1 eesrta%lisjg?c;g lfﬁ;
prized bub also the most perishable of that a Russian ¢t o Ster the words £0 gact that the Federal Government stores
our civil liherties—the right to privacy. 'glescnbe the elusive copcept we in AMEI-  pagsive amounts of information about
O though the bill is limited o the activ- ;‘&ég‘lmp;figg;ﬂwg%l‘é‘l’f‘gé i‘fm‘;{‘d&‘;g all of us.

m’es of ;" 111‘1111;31 ?usticerigznlc 1?8’ ‘gf.tf\?m jmportance of being a free individual Se'veml 1n§w1dua1 dossgf} ﬁ'les.ha've
actment wou yeprese n imp received considerable publicity 1 recent

e ——————————

. in reestablishing 2 workable with certain inalienable rights, an in- » . -

, g;}:mce B Wﬁl fﬁ%ﬁﬁfonﬂne‘ed‘s dividual secure in the knowledge that his ﬁg;i' ;i?sl f;“j‘;;lee’:thea?féegf: D%p‘“ t-
-} orGovernment on the one hand ond tHe ‘houghts and judgments are B sond the oont v information, 3 iles of very
; L U L sensitive jnformation, jpcluding dosslers

ivacy . of reach to the state ot any man. He un-
_ Agierican citizens ont he other. o un-~ derstands those. concepts because he has " e ¥ X
wnd the 1 St ersonal privacy no such security of rights but lives in & z%gﬁxelt“ghais.hl gtt?:agt}lgﬁlzecg?ali:?&igt
and the urgent need for this legislation, country where rights written into law ance‘hle witﬂ 22 000 hames; & file 0{ ap:
jet me first review the significance of 272 empty platitudes. Droximately 250,000 names {n the orga-

sa,n“c}f_lf&:f‘i"i)"?i‘l’\?idt}mi}y; and . p on 1.6 million persons in its industrial
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recordieeping by 1aW enforcement an Privacy, like manyyof the other ab~ hized crime section; rab sheets or finger-
other Government agencies. tributes o freedom, cajn pe easiest aD=  Lyint cards on OVEX 90 million individ-
© GOVERNALENT RECORDIEEPING ATD THE precm{tednzvhféxz 1;“ Irloox‘}lcmie;;o?:?t%us usls in the FBL'S identification Qivision
RIGELT TO PRIVACY complacent cltizenty ¥ s out- fies, and records on well over 450,000

ges the de- raged aboub its loss of integrity angd in-

aividuality when the ag erandiz ement of persons in the FBI's National Crime In-

) _ formation Center—NCIC; and over 40

si('i'zerBi? %‘iﬁO‘i’frxg;ng;’efgomf;tzxcfg . million names in the master index of the

sho{ﬂd not ha’ve to conjure Uup 1984' or & };x&xnﬁmtmn and Naturalization Service.
e

; A Sy ational Driver Register of the Na-
Russmn—style totahtar!anism to justify 4 i > v
protecting our liborties against Govern- tional Highway safety Bureau countains |

- 3,300,000 names. There are 69 000 names
menb encroachment. Nor should We L PN ’ 8
wait until there issuch a threat before we in_the Secret Service files of PeYsons

5 g \ considered potentlallv dangerous to the
address this problem. Protecting against e Y ins
the loss of & little liberty is tho best President, and the Secyet Service com-

aypment g gL~ A reds 2 0
em 2x coixﬁ'lei means of & faguATding OULS elves against puter contains hundreds of thous mnds of

puring the past few deca
mands by Govemment for personsn and
RS sensitive jnformation about its cltizens
1) have escalated. This insatiable appetite
- ifor information among Government
1 poncymakers and administrators is
clinsely related to the increasing respon-
sibility which we have placed upon gov-
eramant, especially the TFederal Gov-
orniment, for our health, safety, and
well-being. 2
» pected fo0

others.

1 ecprmmty AN NS Ty: to collech an o tpe loss of all our freedom. - . Many of these records are fn manusl
i ¢ pind pillions of tax dollars in & pro- The protection of personal privacy is  files as opposed to storage in computer- {
ductive monner cach year; os well as o easy task. It will yequire foresight and ized data banks. FHowever, the trend is I

to study and attempt fo ameliorate the the ability 1o forecast the possible trends -toward automation of the files s0 that
_ _yarious crises which seem to plague our in ﬂ}formamon technology and the infor- information oo &I individual caxn be .
country with deprescing regularity, in- raation policles of our Government before made Instantiy svailable to users. The
o ¢olving  our environment, energy re- ey actually take their toll in wide- “FBI'S 20 million fingerprint rap sheets
] souvces, erime, and 50 on. Most Ameri- gpread lavasions of the personal privacy are being sutomated. A survey which the
; cons are willing $0 cooparate by dlvulg- Of laree numbers of Indivdual citizens. Subcommittee on Constitutional Rights
ing information aboub yirfualty every Congress must act before fhose new gys~ is conducting Irev eals Lhat therg are over
agpect of vhelr 11% bﬁ they gclieve 1t will - tems are developed, and pefore they pro- 800 data banks in the Federal govern-

roved For
! Release 2005/08/03 : CIA-RDP80B01495R000500040025-9




= 1296

rent, many of which are automated,
containing personal information' on
Amnerican citizens.

These figures and other information
which the subcommittee’s survey has re-
voaled suggest that a revolution is about
to take place within the huge informa-
Lion warehouses of the Federal Govern-
ment. The revolution is going to be
caused by two major developments with-
in the Federal bureaucracy-—both re-
sulting from the application of highly
soohisticated information technology to
the Government’s files.

First, with the advent of computers
the Government is able to itucrease by
recmetric proportions the amount of in-
formation it can collect on individuals.
Prof. Arthur Miller of the Harvard Law
School, in hiis book “The Assault on Pri-
vacy,” suggests that it will soon be tech-
nically feasible to store a 20-page dossier
on every single American on a piece of
tape less than 5,000 feet long. At the
" same time, the new technology permits
thie Government to reduce to microsec-
onds the amount of time nécessary to get
access to the information. For example,
the NCIC computer is able to locate one
of its 450,000 criminal histories on an in-
dividual, reproduce it and transmit the
file to a remote terminal in California or
Florida in less than 5 seconds.

Second, and perhaps even more omi-
nous than the computerization 6f the in-
formation, is the development of nation-
wide information networks by the Fed-
cral and State governments, utilizing
telephone and other telecommunications
lines. These information networks are
designed to increase dramatically the
number of people and agencies which
can access the computerized data banks
operated by the Federal, State, and local
governments. When the NCIC computer-
ized criminal history is fully operational,
it will be one of the largest data bank-
information networks of personal dos-
siers ever attempted. Eventually, roughly
40,060 Siate and local police depart-
ments will have instantaneous access o
computerized files on an estimated 21
million individuals who .at some time in
their lives have been arrvested by State,
local, or Federal police. The General Ac-
counting Oifice estimates that this am-
bitious project may cost over $100,000,-
000 in Federal, State, and local revenues.
Already LEAA’s allocations over the past

4 vears is estimated at $50 million, not

counting State and local expenditures.

The NCIC system is not the first of
these systems nor will it necessarily he
the largest. As Eugene Levin, an expert
on data hank-information networks has
pointed out, the Department of Defense
lins done the pioneering work in this
area. The Advanced Research Projects
Agency of the Department of Defense
hoas implemented a network which fies
together many huge and dissimilar
scientific computers. However, the dif-
ference betwsen NCIC and the types of
systems pioneerzd by Defense is that the
former has sensitive personal informa-
tion on individuals while the latter is de-
sizaed to facilitate the tronsfer of. in-
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technology will have upon our lives once
Government begins to use it to collect
and disseminate information on in-
dividuals:

The greatest (leterrent to extensive govern-
ment surveillance: of individuals has not been
the lack of technology of “bugging,” nor do
cousiderations of legality, morality, or ethles
seem to. carry much weight. The deterrent |
has been “‘data. pollution,” which buries an
investigator umnder biis and bytes. Xt has
not bheen possible to handle (gather, filter, -
store, process, rotrieve, format, disseminate)
the huge volume of information on all in-
dividuals in anything approaching a useful
time: frame. Now it can de done.

If traditional Government recordkeepw
ing practices and records policies have
not yet posed an intolerable threat to
personal privacy or reputations, it is only
because of the benign inefficiency of these
file-drawer record systems. Until very
recently, significant amounts of informa-
tion were not collected about individuals
and therefore were not available to oth-
ers. Use of information collected and kept-
on a decentralized basis is slow, ineffi-
cient, and frustrating. It requires an im-
mense effort to collect information on a
specific individual from a variety of dif-
ferent agencies, and then to have it sent
out to the agency requesting it. It is
ironic but true that what has thus far
saved much of our privacy and our liberty
has been the complacency, inefficiency,
and intraagency jealcusies of the Gov-
ernment and its personnel.

This decentralization, of course, is be-
ing radically changed by computeriza-
tion and remote access through data net-
works. The information in Government
files is often rather superficial and gen-
eral and, in large part, dated and use-!
less. The new technology allows for the'!
collection of much more information on
individuals as well as for systematic up-
dating. With computerization and auto-
matic remote access, the Govermment’s
ability to collect information increases
astronomically and its capacity to broad-
cast what it inigests to every part of the
Nation increases ab the same rate. Once
an individual gives up information about .
himself to the Government, he, and in
most cases the Government, loses control
over it. The citizen cannot, and the Gov-
ernment usually does not, control who
can see the information. Nor can he or
the Government insure the accuracy of
what is broaccast. Increasingly, these
systems will influence, if not determine,
whether an individual will get Govern-
ment benefits, be extended credit, get a
job, or ke considered a criminal and be
harassed by pohce

II, CRIMINAL JUSTICE DATA BANKS: A MICROCOS‘\!

Over the past few years the Subcom-
mittee on Constitutional Rights, which ¢
I chair, has been studying the impact
of Government computerized networks
and recordkeeping of personal informa-
tion in the hope of developing legislation
to reverse these trends. In the course of
this effort, I have come to the conclusion
that the need for legislative action se-
specting criminal justice data banks cait-
not wait for the developraent of a cor:-
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legislation which deals with this area in
the hope that the experience of develop-
ing and enacting this legislation will pro-
vide guidance in formulating a more
complete Government peolicy on privacy.
The guestion of Government collection
Jand dissemination of criminal records
i and other routine law enforcement in-

: formation must be the first target for

data bank privacylegislation. If Congress
can successfully develop privacy safe-~
guards for law enforcement information,
collection and’ dissemination, then our %
experience may make easier the estab- |
lishment of a more comprehensive policy,
Some of the most advanced technology
-is being used in local, State, and Federal
criminal justice data banks The type of
information. being collected in such sys- §
tems is as sensitfve as any collecied by Y
Federal or State governments. The com-
plexity of the questions of granting or §
denying access to subjects and other in- 8
qividuals are as difficult as those involved +
in’any other area of governmeént record-
keeping. I hore that Congress considera-
tion of the “Criminal Justice Informa-
tion Contrel and Protection of Privacy
Act of 1974” will be the first step in its
effort to come to grips on a national level
with the assault on privacy by govern-
ments and private enterprise wherever H
it may exist,

Criminal recordkeeping has a long his-
tory. Since the 1920’s. the FBI has been
providing a nationwide manual-exchange
of arrest records for State and local police
departments. The purpose of this system
is to supplement the files of State and
local police departments by making
available the arrest record of any person:
ever arrested for a crime by any police
agency. The peclice utilize these records.
called rap sheets, for investigative pur-
poses, even though many of the records
never indicate whether the subject has
ever heen prosecuted, much less con-
victed, of the cume for which he was
arrested.

To my mind, a record of an arvest
without any indication of & disposition of
the charges arising out of that arvest is
virtually useless for lew enforcement pur-
poses, and Is highly prejudicial if used
for non-law enforcement purposes. Yeb
I understand that in several states as
many as 70 percent of the records do not
contaln dispositions. I would not be sur-
prised to find that the percentage of in-
complete records iIs ever higher in FEI
files since those files are based on State
files and the FBI depends upon States
and localities for record updating.

A record which shows a disposition of
no prosecution, dropped charges, or ac-
quittal may have more value, but it iz alza

lhlghly prejudicial if controls on its dis-
" semination do not exist. The number of
such records in Federal, State, and local
files is significant. In 1972 there were 8.7
million arrests in the Unitsd States. Of
those 8.7 million arrests, about 1.7 mil-
lion were for what the FBI terms sevious
offenses—homicide, rape. robbery, as-
sault, and so forth. According to the FBI,
almost 20 percent of the adulis arrested
for these serious offenses are never even

e S o Br8YRd,E or ReBRRE ORI CIARDBHORT) 4 SRt ae acia g ..o o o

this mew computer-communications

collection. Therefore, I have dralted

victed. For juvenile arrests and arrests
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for the 7 million less sorious crimes, the called Project SEARCH—system for the collection of criminal justice informa-
percentage of mo prosccutions and no electronic analysis and retrieval of crim- tion. In any case, the most effective
convictions is mmuch higher. This suggests inal histories—tooK place in the sum- remedies, both civil and criminal, must
that there are probably several million meT of 1970 and demonstrated to the be firmly based in Federal statutory law.
so-called criminal records on persons satisfaction of the Justice Department Director Kelley recognizes that and has
who were never prosecuted of convicted the feasibility of & nationwide computer- called for Federal jegislation which
of the charge for which they were ar- ized network for the exchange of such would replace and supplement the in-
rested, bub which are added to the FBI information. In December of 1970 Attor- formal guidelines pursuant to which
files ench year and avallable for distribu- TDeY General Mitchell authorized the I_?'BI NCIC is presently operated. Both At~
+ion to any local police department, gtate to assume operation of the promct torney General Saxbe and his prede-
civil service commissions, and certain SEARCH com_puterized criminal his- cessor Attorney General Richardson
private concerns. tory—CH—project. The Bureau_irans- have recognized the need for legislative
g yap sheeb aistribution system by ferred the CH file to its National Crime action, and have taken the lead in de-
ne Identification Division of the ¥BI Information Center—NCIC—where it veloping administration policy in this
operates without formal rules. Custon; %lrea,dy thz;u:l operational dcomputeriz%;il ared. o v
ng several letters from the Director o les on stolen securities and persons wi — . s s
the FBI to local police departments seent outstanding arreat \zarrants interféaced (PRIVACY LECIS;:"II“IP;OIE.A?\Y?{: RIMINAL JUSTICR
to be the only limitation on access to the with a nationwide elecommunications - . i i
information. The rap “heets are made network. he Buresw's ultimate plan is g i‘;‘%re&%g“;ngféig:?ﬂ Onuthli ?Oégc
available to government Hcensing agen- %0 convert rap sheets received after v greatly by tae
writings of Prof. Alan Westin of Colum-
cies, government personnel departments, January 1970 to the CCH file and 08150 pio Taw School &I 3 Arthur Ml :
and, in all too many cases, either directly —enter into the NCIC/CH file arrests pr.ivard Law School, ¥ e N er o
or indirectly to private employers. BY made by any state, local or federal police cxperts on data bgg " Wg ; 118 9:’02)111 s
1973 the magnitude of the dissemination office. By 1984 thexe will be some 8 mil= 4 ere dit‘mu b s & pif V?CY- 50,
was iramense, Each day the Tdentification -lion records on American citizens -€ON=  xuvicory C mistt e ngn o the HEW
4l Division receives over 11,000 requests for tained in NCIC and instanily avsilable ‘o ;i’%it °Sm A ee ;’Iﬁ utomated Per-
i record searches, 8 1arge portion of which - to approximately 40,000 local police de- ‘Giattle i?latfsnexris‘. h ave at_ttempted to
4l are from non-law—-enforc_ement agencies. partments. ’ Tocent %e ozt ;thﬁc I?Toir}por s with tb:e
Tafortunately, when an employer ob- The law .enforcement community I8 ttp OC : ei ational Advisory
talns this so-called oriminal record aware of the dangers inherent in collec~ °d mi deé 011‘ 'Ifh{n nal Justice Stand-
information, he is not so concerned with tion and dissemination of criminal his- Eg s an "'ooa S—t .}.S.{\Ifugtﬁ%_ll_?pgn@_ment _
whether the arrest contains disposition gory information. According to & yecent t‘OIII ”hmsbl g Si 5 gl‘ll oiur asic "'poten~
of charges or whether the subject was Justice Department report: 1%, hazar s to the right of privacy
convicted. As far as most employers are ho potentlal for misusing & crlmingl | aC any privacy legislation relating to
concerned, the subject of such a record record hos ween amply demonstrated 1o court c1'1mir.xa1 justice data banks must ad-
is & soyriminal” and his application jg cases involving nonautomated records, par- dress: .
i automatically rejected. One survey of ticularly affecting emp!oy-ment. eligibility. Certainly, privacy can become serlously
New vork City employment agencies Thoughtful la®w enforcement officials reco- damaged when the information contained
. it £ 11d not acce t gnize the danger which comes With automa-~ the national system is (8) inaccurate, ()
found that 75 perce_n wou D tion and the interstate exchange of records. incomplete, (c) unjustifted, or {d) improp-
for referral an apphcant with an arrest me potentisl problems arising from -dis- erly disseminated,
record, whether or not he was convicted. closure, whether authorized or not, are in- R
Although the Buread discourages dis< creased Tany times over those existing in All of the privacy standards proposed
{ semination of rap sheets to private enter-  the manual systems. : by the Cominission, and all of the provi-
{' prise for employment purposes, once he Most modern law’ erforcement officials sions of the legislation which I am in-
| information Is in the hands of Jocal serlously desire to protect the indaividual’s troducing today are addressed to these
1 police, it 18 effectively out of the control reasonable Tignt to privacy, parlouterty in potential hazards.

of the Bureau. ¥or example, a few g,‘\‘f,?bcisjsav;r%‘;’;zk‘?‘g;’iﬁ;”;ﬁ’;u:?i%efgie’;ﬁ% The Advisory Commission placed a
months ago & grand jury in Massachu=  of the o ality of criminal justice processes. high priority in reducing, if not eliminat-
cette began hearing evidence that State . ing, the amount of inaccurate informa-
police officers were selling police records Both Project SEARCH and NCIC have tion in criminal justice information sys-
fo department stores and other private made good falth efforts to develop tems. In the Commission’s words:
pbusinesses and credlt agencles. This un~ privacy and security guidelines for the Joseph A. Burns, 28, of Magnolia Street
fortunate abuse continues in case affer operation of thelr computerized criminal could have his entire life seriously barmed
case. ) history files. Project SEARCIHL created a because of an unwitting confusion between
The FBI sends rap sheets to state and special committee on privacy and se- -him and Jpseph A. Burns ol Cass Avenue or
unicipal civil seryice commissions &8 * curity. Their original Drivacy and Se. Joseph A Bums, 19, of 1o known address.

matter of course, One study found that cwity Report, Te‘chmca,lnreport No. 2— Tt proposes several standards to gavern
Tnosh state, local and municipal employ- populatly salled “Tech 2°—was the Arst  the quality of information allowed into
ers consider an arrest record, even one comprehiensive proposal for adopting criminal justice information systems, and
short of a conviction, in determining PIivacy rules to the operation of com- pccess by data subjects for the purbose of
employment_eligibllity. As many as 20 puterized record systems. This pill, and review and challenge of their own yec-
percent of these CGovernment employees indeed, most othet legislation, can trace  ords. "The Commission also takes a strong
antomatically disguelify someone with its antecedents 1o this original work. position against the distribution of in- .. y
an arcest record regardiess of the dis- NCIC also established & policy advisory complete data, such as a record of an’ g
position on the record. When you con= committee for its CcCH file soon after arrest with no indication of the disposi-
sider these employment policies in light it took over operation of the SEARCEH/ tijon of the charges. arising ‘out of thal ;
of the fact that the TBI may have 12D cCH file, That groub has drafted in- avrest. The reconmiéndations oppose tha/} i
gheets on almost 10 percent of the pobu- formal privacy and seeurity guidelines inclusion of any intelligence information ]
lation and the fact thatb Federal, State, which are revised periodically and €0 in such systems. According to the Com= 3 K
and local government employment totals deal with some of the more difficult  migsion: . =
18 percent of the work force, the fmpact issues. However, the regulations are The cr.immm justice Inf 3t ;
of this dissemination should be obvious. largely hortatory. They place most of nowa not suppl ormatlon system

y BE » . 134 y any informatlion such as
The FBIL does not now have the neces- the security responsibilities on the 108l tne fact that Mr. A was refused entry acrosa !
sary authority and tools to desl with data panks which plug into NCIC and  the Canadian border in 1970 for lack of suf- : B
these and oiher problems. One purpose do not provide elfective enforcement ficlent funds, that Mr. A was ldentified wice :
of this legislation is to supply the legls~ - mechanisms. In all fairness, the Bureau in 1969 by police photo-intelligence person-
lative authority that so far is absent. cannot be blamed for these inadequacies. nel in the company of leaders of a pence

Tn 1970, the Law Eoforcement Assist- Tt no doubt feels that withoub special  demonstrasion, "or that Mr. A. was a pas-
ance Administration funded a prototype Pacleral leglslation, it lacks the authority senger in @ car that was stopped and
compitterized network for sharing cri- to require State and local users to com- seavched-—and ~wad permitted to pro-
minal offender records. The experiment, Dy with Fedetal standards on use and ceed—by New Jersey suthorlties in 1069. Even
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though such information might exist in po-
lice intelligence files—and the Commtission
takoes no position here on whether 1% should—
it nas no plaec in the criminal justice in-
formation system. :

T4 my judgment, this is one of the most
important issues, and my legislation
fully endorses this position.

The report proposes a number of en-
forcement mechanism. to insure that its
standards are obeyed. It recommends
civil and criminal sanctions, the creation
cf state regulatory commissions and
mandatory system audits to insure com~
pliance. My legislation contains similar
provisions. .

The most difficult question with which
the Commission deals and which is also
addressed in my legislation, is the ques-
tion of who shall have access to informa-
tion corltEterr T crimifdl justice data
banks. In particulag, should eriminal jus-
tice information be riade available to
noncrirmminal justice agencies? The Com-
mission answers that question as follows:

Easy avallabillty of criminal Justics in-
formation files for credit checks, pre-em-
ployment Investigations, and other mnon-
criminal justice activities is highly prejudi-
clol to. the operation of a secure information
system deslgned only for law enforcement

——.apencies.

I heartily-agree and my legislation re-
flects that position. )
1IV. THE CBIMINAL JUSTICE INFORMATION COXN-
TROL AND PROTECTION OF PRIVACY ACT OF 1871

The Criminal Justice Information
Control and Protection of Privacy Act of
1974 is_ntended fo provide a basis for
discussionrand hearings. It does not pre-
tend to he.a-fnal statement on tHe sub-
ject. However; the bill is quife detailed
and attempts a resolution of all the
major privacy and security issues which
have arisen in the development of law
enforcement data banks. It endeavors

to balance the legitimate needs of law

enforcement with the requirements of
individual Iiberty and privacy. It would
for the first tin.e give firm statutory au-
thority for criminal justice data banks,
a major obstacle in the development of
such systems. It would impose upon the
data banks strict but manageable privacy
Jimitations. Not the least important, the
bill also attempts to solve fundamentally
important questions of Federal-State
relationships in these comprehensive na-
tional information systems.

The bill is divided into three titles. The
first title sets out the definitions of 19
terms used in the act. The second title
sets out general statutory rules for the
collection and dissemination of routine
iriformation as well as the move sensitive
intelligence information. In the meost
ennbroversial areas this title sets out spe-
cific legislative solutions. For example,
there is a complete han on non-criminal
justice use of incomplete information
such as raw arrest records. In certain
arcas, such as right of access, this title
sets out general rules but leaves discre-
tion to the States and localities. The
tinrd title of the anct establishes a joint

* Federal-State administrative structuve

{or enfovecement of the act and for actual

Gaea b suoh s NERDRAVEY G Re

requires the States to establish a similar
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administrative structure for intrastate
computer systems. : :
The highlights of the bill are as fol-
lows:
Scope.~The bill would reach criminal

_justice data banks operated by Federal,

State, or local govaernments. Comprehen-
sive legislation must reach every possi-

-ble component. of the complex interstate

dafa bank network which has grown up

in the. past. decade. Congress cannot de-

pend solely upon internal State. legisla-
tive action because no one State can ef-
fectively regulate what happens to arrest
records, and other criminal justice in-
formation. or intelligence information
which finds. its. way into a data bank in
another State. 'The fact that these sys-
tems use interstate communications fa-
cilities, are connected with other State
systems, or joined with interstate and
Federal networks provides, together with
the widespread I"ederal financial support,

_the necessary constitutional nexus for
. the legislation. '

Focus.—The bill is directed primarily

.and in the greatest detail at those types

of records which have heen abused the
most—arrest. records -and so-called

_“criminal history” records. With regard
to records where there are few reported
cases of abuse; such as identification rec-f7:-

ords, wanted records or outstanding wars
rant records, the legislation is much more

flexible. In the case o&,m%"/ l;glh‘gence rec~
.ords, where: the: poténtial Ior abuse is
.great, the. legislation hars computerized

information systems. I expect that in the
course of hearings on this legislation

‘technical problems will be raised with the

specific. language used for arrest and
criminal history records; that abuses of
identification records will be identified;
and that law enforcement agencles may
malke a case for specific exceptions to the
ban on computerization of intelligence
information or propuse concrete sugges-
tions for the rezulation of these sys-

“terns in lieu of an outright prohibition on

computerization. One purpose of this bill
is to serve as a basis for hearings and
discussion on the privacy and data banks
controversy. -

General dissemination rules: The bill
adopts the positiorr of the Senate in its

-twice unanimously adopted Bible-Ervin

rider to recent Justice Department ap-
propriation bills and permits only com-
plete convictior: records to be distributed
to private employers and other non-law-
enforcemnent users. Here again the bill
opts in favor of limited dissemination in
the case of records which have an estab-
lished history of abuse—incomplete ar-
rest and criminal history records. On the
question: of exchange between law en-
forcement agencies, the bill adopts a po-
sition similar to that of the National Ad~
visory Commission. Generally, only con~-
viction records could be exchanged be-
tween police departments. A criminal
history record or even a raw arrest rec-
ord could be given to another depart-
ment only after the requesting agency
had rearrested the subject. It may be the
hearings will suggest other limited in-
stances in which raw arrest records can
e used
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thelr records as up to date as in techni-
cally feasible snd records would have to
be accurate. Each data bank must also
keep logs refecting those to whom raw
arrest records and certainr other sensi-
tive information is sent sv that incom-
plete, inaccurate, or challenged records
‘can be tracked down and corrected or de-
stroyed. The. purpose of these provisions
is to create an aceounting system for
information which is permitted to enter
and circulate in the data bank network.
Strict rules on collection and dissemina-
tion are uneunforceable if there is no
method for keeping track of information
flow and meaningless without a require-
ment that information be as accurate
and up to date as possible. .
Right of access.—The bill provides
every citizent with a right to access any
data bank, whether computerized ornot,
for the purpose of challenge and cor- {
rection. The challenge procedure Includes §
a hearing before the supervisory persomn-
el of the data bank and if necessary, an
fappeal to a U.S. District Court. Every g
!significan{ piece of privacy legislation, §
Eincluding the two administration arrest
‘records bills introduced in the last Con- ¢
Jgress, contain & citizen access provision p
similar to the one proposed in this biil.
Civil and criminal penalties—Op- §
erators of data banks will be held crimi-
nally and civilly liable for violations of
.the act. Liability will arise where there
is negligence as well as willfullness.
Liquidated damages of $100 for each vio-
“lation would be available, plus complete
recovery for all actual and general dam-
ages, and where appropriate, exemplary
damages, litigation costs and attorneys'
fees. This legislation will only command
respect if operating personnel and their
agencies are held civilly liable for their
negligent failore to comply with the let-
ter of each provision.
" Administrative provisions.—The: hill
~would create a new independent Federal-
State cooperative agency to oversee en-
forcement of the act. The agency will
issue regulations, go fta court to enjoin
violations and actually take over policy
control of the Faderal interstate crimi-
nal history data bank (NCIC). The pur-
-pose of these provisions Iz to create an
agency, which is outside the present law
enforcement community and without
vested Interests in present law enforce-
ment data banks, to administer the act.
These provisions of the bill alse would
give the States their proper role in the
development of poliey. Representatives
of each State will share in the formula-
tion of regulations issued pursuant to the
act.
These administrative provisions reflect
the concern expressed by miany repre-
sentatives of State and local law enforce-
ment agencies that legislation not dele-
gate great powers to the Federal Govern-
meni and thereby subordinate the States
in the operation of a law-eniorcement re-
sponsibility that. is properly theirs.
‘While none of us in Congress or in the
Federal Goveenment desire to see a Fed-
eral police force, we must recognize thatb
Federal invclvement inevitably leads to
Federal conbrol. "We must be alert to this
even if we have
been a little lax in. other areas over the
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venrs. ‘Total Federal control over the In-
formation systems of State and local
police forces is one sure path to a federal-
izecd police system in fact if not in name.
It might be best to return to the original
LEAA plan for project SEARCH. That
was a State-controlled, State-operated
uiterstate system, with the Federal Gov=
crnment playing o limited role in pro-
viging financing and research. If that is
not possible, then the next best approach
is a true Federal-State arrangement such
as I have proposed in this bill. This is one
area where the President’s ideal of a New
Federalism ought to take concrete form.
Since I expect that the States will wel-
¢ome a return to greater State respon-
sibility and the idea does conform to the
How Federalism idea, I have great hopes
ol o general agreement on this important
aspect of the bill.

Iystem audits.—The bill provides for
nudits of practices and procedures . of
criminal justice data banks on a random
bhosis by the new independent Federal-
Stote amency and by the States them-
sclves, Most privacy experts agree that
-systematic audits by outside agencies is a
necessary adijunct to civil remedies and
citizen rights of access and challenge for
eniorcement of effective legislation. As
long as data bank operators realize that
ihey are subject to random audit by inde-
pendent computer experts, they are un-
likely to ignore the restrictions set out in
tho act.

V. CONCLUSION

In conclusion, I would like to reaflirm
my earlier statement that this legisla~
tion is introduced to provoke discussion
and to serve as the basis of hearings.
Netther I, nor any of the cosponsors feel
wedded to all of the provisions of the bill.
"The Justice Departinent has been work-
ing on similar legislation for the past sev-
eyal months. The President described
this legislation in his state of the Union
nddress. I understand that the admin-
istration’s bill js guite similaf in approach
to my_own, though thére ave significant
{echnical differences of the two bills. I

welcome the administration’s effort in
this repard and I firmly believe that this
izsue is both of suflicient national im-
portance and is of such technical com-
plexity that a bipartisan approach is ab-
solutely necessary. In this spirit, I am
annovncing today hearings before the
subcommittee on Constitutional Rights,
which has jurisdiction over this stibject,
for the purpose of a complete and ob-
jeetive review of both proposals. I con-
mider both my proposal and the Justice
Iepartment’s forthecoming proposal of
cyual interest to the subcommittee. I
Lope that through the hearings which
will begin in the near future, we can
work out a consensus both within the

subcommitle and with the administra- 7
tion «o that privacy legislation 1'clatind\

to crimninal justice data banks can be en-
:xctcd before the end of the Congress.
ask unanimous consent that the hill,
a sertion-by-section analysis of the hill,
.’m colunims writted by Willinin Safire
asnd Tom Wicker from the New Ymk

Times, an editorial, in the Washin
Post, calling for F}éﬂp Qa ﬁMl

this gucstion, be reprinted at this point
in the CONGRESSIONAL RECORD.
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" 'The PRESIDING OTFICER. The hill
will be received and appropriately re-
ferred; and without chjection, the hill
and the material will be punted in the
REcorp, as requested.
S. 2963
Be it enacied by the Senute and House
of Represcniatives of the United States of
America in Congress assembled, That thls
Act may be cited s the “Criminal Justice
Information Control and Protection of Pri-
vacy Act of 1974".

TITLE I—FINDINGS AND DECLARATION
'OF POLICY; DEFINITIONS
CONGRESSIONAL FINDINGS AND DECLARATION
POLICY

Sezc. 101, The Congress finds and declares
that the several States and the United States
have established criminal justice information
systems which have the capability of trans-
mitting and exchanging criminal justice in-
formation between or among each of the
several States and the United Statfes; that
the exchange of this Information by Federal
agencies is not cleafly authorized by existing
law; that the exchange of this information
has great potential for Increasing the capa-
bility of criminal Juitlce agencies to prevent
and control crime; that the exchange of in-
accurate or incomplete records of such
information can do irreparable injury to the
Anmcrican citzens who are the subjects of the
records; that the increasing use ol comput-
ers and sophisticated Information technol-
ogy has greatly magnified the harm that can
occur from misuse of thcese systems; that
citizens’ opportunities to secure employment
and credit and their right to due process,
privacy, and other legal protections are en-
dangered by misuse of these systems; that in
order to secure the constitutional rights
guaranteed by the first amendment, fourth
amendment, fifth amendment, sixth amend«

ment, ninth amendment, and fourteenth -

amendment, uniform Federal legislation, 1s
necessary to govern these systems; that these
systems are federally funded, that they con-
tain information obtained from Federal
sources or by mcans of Federal funds, or are
otherwise supported by the Federal Govern=-
ment; that they ubillze interstate facilities
of communication and otherwlise aflect com~
merce between the States; that the. great
diversity of statutes, rules, and regulations
among the State and Federal systems require
uniform Federal legislation; and that in
order to insure the seturity of criminal jus-
tice Information sysiems, and to protect the
privacy of individuals named in such systems,
it is necessary and proper for the Congress

to regulate the exchange of such Information,

DEFINITIONS
Sec. 102, For the purposes of this Act—
(1) “Information system” means a systemn,
whether automated or manual, operated or
leased by Federal, regional, Siate, or local

government or governments, including the

equipment, facilities, procedures, agreements,
and organizations thereof, for the collection,
proeessing, preservation, or dissemination of
information.

{2) “Criminal justice infozmatlon system’..-

means an informatlon system for the collec-
tion, processing, preservation, or dissemiua-
tlon@f"mlmnu.l justice information.
(’1) “Criminal Justice - intelligéiice infor-
mation system” mgans an information sys-
tem for the collection, processing, preserva-
Aion, or dissemination of criminal jystice
hmm gence information.
(4Y *Awtomated Bystem™ nieans an infor-
mation system that utllizes electronic com=
puters, central infornation storage facilities,
telecommunlcations lines, or other automatic
data processing equipment used wholly or in

activities are performed manually.
{6) "Disposition” means information dis-
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closing that criminal proceedings have Dheer
concluded, including information disclosing
that the police have elected not to reler a
matter to a proseccutor or that a prosecutor
has elected not to commence criminal pro- .
ceedings ond also disclosing the nature of
the termination in the proceedings; or in-
formation disclosing that procecdings have
been indefinitely postponed and also diiclos-
ing the reason for such postponement. Dis-
positions shall include, but not be limited to,
acguittal, acguittal by reason of lusanity,
acquittal by rcason of mental incompetence,
case continued without finding, charge dis-
missed, charge dismissed due to Insanity,
charge dismissed due to mental incompe-
tency, charge still pending due to Insanity,
charge still pendng due to mental incom-
petence, guilty plea, nolle prosequi, no paper,
nolo contendere plea, convicted, deceased, de-
ferred disposition, dismissed civil action, ex-
tradited, found insane, found mentally
incompetent, pardoned, probation before
conviction, sentence commuted, adjudication
withheld, mistrial-defendant discharged, or
exccutive clemency.

(6) “Dissemination” ‘means fthe trans-
mission of information, whether orﬂlv or in
writing.

(7) “Criminal justice informsation™ means
information on individuals collected or dis-
seminated, as g result of arrest, detention,

.or the initiation of c¢riminal procecdinhg, by

criminal justice agencles, Including wurrest
record information, correctional ard rclease
information, criminel history record infor-
mation, conviction record infermation, iden-
tification record Information, and wanted
persons record information. The terin shall
not Include statistical or analytical récords
or reports, in which individuals are not iden-
tified and from which their identities are
not ascertainable. The term shall not include
criminal justice intelligence informsation.

(8) “Arrest record information” means in-
formation concerning the arrest, detention,
or commencement of criminal procegdings
on an individual which does not include the
disposition of the charge arlsing out of tlnt
arrest, detention, or proceeding.

(9) “Correctional and release information”
meahns information on an indlvidual comi-
piled by a criminel justice or noncrhiminal
justice agency in connection withh bhail, pre-
trial or posttrial release procecdings, reports
on the mental condition of an alleged of-
fender, reports on presentence investigations,
reports on lnimates In correctional institu-
tions or participants In rehabililation pro-
grams, and probation and perole repovis.

(10) “Criniinal history record informe tion”

means informatioen disclosing bhoth that an
individual has been arrested or detain~d or
that criminal proceedings have bheen com-
menced against an individual and that ilicre
bas becen a disposition of the criminal charge
arising from that arrest, detention, or com-
mencement of proceedings. Crimingal history
record information shall disclese wbhether
such disposition has been disturhed, amend-
ed, supplemented, reduced, or repcaled by
further proceedings, appeal, collateral attack,
or otherwise.
(11) *“Conviction record informetion"
means information disclosing that a person
has pleaded guilty or nolo contendere to or
wag convicted on any criminal cofficnse in &
court of Justice, sentencing information. and
whether such plea or judgment has been
modified.

(12) “Identifieation record informeation”
means fingerprint classifications,  voice
prints, photographs, and other physical de-
scriptive data concerning an individual
which does not include any indication or
suggestion that the individual has ot any
time been suspected of or charpged with

e@?ﬁ 29@ mx.@me?ﬁﬂomltﬂ'ggﬁmomégggﬁlgecmd information"

means ldentification record information on
an Individual agalnst whom there is an out-
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sbanding arrest warrant including the charge
ioe which the warrant was lssued and in-
Tormation relevant to the individual's danger
i the community and such other informa-
ddon that would facilitate the regaining of
vhe  custody of the individual.

{14)- “Criminal justice intelligence in-
iormation” means information on an indiv-
idual on mattels pertaining to the admin-
istration of eriminal justice, other than
oriminal  justice information, which 1is
indexed under an individual’s name or which

‘is retrievable by reference to identifiable
individuals by name or otherwise. This term:

shall not include information on criminal
justice agency personnel, or information on
{auwyers, victims, witnesses, or jurors collected
in connection with & case In which they were
invdlved, = .7

(15) *“The administration of criminal Jus-
tice” means any activity by a governmental
nuency directly involving the apprehension,
detention, pretrial release, postirial release,
prosecution, defense adjudication, or reha-
hilitation of accused persons or criminal
nitenders or the collectlon, storage, dis~

semination, or usage of criminal justice
information.
(16) “Criminal justice agency” means a

court sitting in criminal session or a gov-
crumental agency created by statute or any
subunit thereof created by statute, which
performs rs its principal function, as ex-
oressly authorized by statute, the admin-
istration of criminal justice. Any provision of
this Act which relates to the activities of a
eriminal justice agency also relates to any
information system under its management
control or any such system which dis-
seminates informatlon to or collects in-
inrmation from that agency.

(17) “Purge” means to remove Information
[rom fthe records of a criminal justice agency
ur 8 criminal justice Information system so
that there is no trace of information removed
wnd no indication that such information was
veinoved,

(18) ‘‘Seal” means to close a record
possessed by a criminal justice agency or a

" wwiminal justice information system so that

¢he information contained in the record is

avnilable only (a) in connection with re-

sourch pursuant to section 201(d), (b) in
connection with review pursuant to section

27 by the individual or his attorney, (c)

it epnnection with an audit pursuant to sec-

tion 206, or (d) on the basis of a court

order pursuant to section 205,

(19)y “Judge of competent jurisdiction”
means (a) a judge of a United States dis-
trict court or a United States court of
anpenls; (b) a Justice of the Supreme Court
«f the United States; and {¢) a judge of any
vourt of general criminal jurisdiction of a
iitate who is authorized by a statute of that
tate to enter orders authorizing access to
criminai justice information.

{20) *“Attorney General” means the At-
itorney General of the United States.

(21) “State’” means any State of the United
Hinkes, the Distriet of Columbia, the Com-
wunwenlth of Puerto Rico, and any territory
or possession of the Unlited States.

CITLE IT—COLLECTION AND DISSEMINA-
TION OF CRIMINAL JUSTICE INI'ORMA-
TION AND CRIMINAL JUSTICE INTEL-
tIGENCE INFORMATION

NISSEMINATION, ACCESS, AND USE——GENERALLY
Gre, 201, (a) Criminal Justice information

inay be maintained or disseminated, by com-

pulsory process or otherwise, outside the
criminal justice agency which . collected such

. iniarmatinn, only as provided in this Act.

(h) Criminal justice information may be
collected only by or disseminated only

ailicers and employee W?ﬂl 1
vancies: Provided, howc?c? cgiﬁwmlg

two years after enactment 01 this Act such
intormation may be collected onlv by or dis-
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seminated only to officers and employces of
criminal justice ngencies which are expressly
authorized to receive such information by
Federal or State statute. Criminal justice
information shall be used only for the pur-
pose of the’adininistration of criminal jus-
tice.

{(¢) Except as otherwise provided by this
Act, convictlon record information may be
made available for purposes other than the
administration of criminal justice only if ex-
pressly authorized by applicable State or
Federal statute,

(d) Criminal justice information may be
made available to quallfied persons for re-
search related to the administration of crim-
innl Justice under regulations issued. by the
tederal Information Systems Board, created
pursuant to title III. Such regulations shall
require preservation of the anonymity of
the individuals to whom such information
relates, shall rejuire the completion of non-
disclosure agreements by all participants in
such programs and shall impose such addi-
tional reguirements and conditions as the
Federal Informantion Systems Board finds to
be necessary to assure the protection of
privacy and securlty interests. In formulating
regulations pursuant to this section the
Board shall develop procedures designed to
prevent this section from being used by crim-
inal justice agencles to arbitrarily deny ac-
cess to criminal justice information to quali-
fied persons for research purposes where they
have otherwise expressed a willingness to
comply with regulations issued pursuant to
this section.

DISSEMINATION OF CERTAIN CRIMINAL JUSTICE
INFORMATION TO CRIMINAL JUSTICE AGENCIES

8re. 202. (a) Except as otherwise provided
in this section and in section 203, a criminal
Jugtice agency may disseminate to another
criminal justice agency only conviction Trec=
ord informatior:.

(b)' A eriminsl justice agency may dissenmi=-
nate arrest record information on an indi-
vidual to another criminal justice agency— -

(1) if that irdividual has applied for em=
ployment at the latter agency and such infor-
mation is to be used for the sole purpose of
screening that application,

(2) if the mntter about which the arrest
record information pertains has been re-
iferred to the latter agency for the purpose of
commencing or adjudicating ecriminal pro-
ceedings and that agency may use the infor-
mution only for a purpose related to that
proceeding, or

{3) if the laftter agency has arrested, de-
tdined, or commenced criminal proceedings
against that Iindividual for a subsequent
offense, and the arrest record Informetion in
bthe possession of the former agency indi-
cateés (A) that there was a prior arrest, de-
tention, or criminal proceeding commenced
occurring less than one year prior to the
date of the reguest, and (B) that active
prosccution is still pending on the prior
charge. In computing the one-year period,
iime during which the individual was a fugi-
tive shall not be counted. The indication of

all revelant facts concerning the status of the

prosecution on the prior arrest, detention, or
procecding must be sent to the latter agency
and that agency may use the information
only for a purpose related io the subsequent
arrest, detention, or proceeding.

(c) A criminel justice agency may dis-
seminate criminal history rccord information
on an individual to another criminal jus-
tice agency—

(1) if that individual has applied for em-

ployment at the latter agency and such in-

formation is to be used for the sole purpose
of screening that applieation,
(2) if the mattcr about which the criminal
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pretrial 1relcase, postirial release, or pre-

sentence report and that the agency may uno

the informeation only for a purpose related
to that proceeding or report, or

(3) If the requesting agency has arrested,
detained, or commenced criminal proceed-
iugs against that individual for n subsequent
offense or if the agency is preparing a pre-
trial release, posttrial release, or presentehece
report on a subsequent odense and such in-
formation is to be used only for a purpose
related to that arrest, detentlon, or proceed-
ing.

(d) A criminal justice agency may dissem-
inate correctional and release Information to
another criminal justice agency or to the
individual to whom the information pertains,
or his attorney, where authorized by Fed-
eral or State statute.

(e) This section shall not bar any crim-
inal justice agency which lawrully possesses
arrest record information from obtaining or
disseminating dispositions in order to con-
vert that arrest record information to crim-
inal history information. Nor shall this sec-
tien bar any coriminal justice information
system to act as a central repository of sucih
information so long as a Btate statute ex-
pressly so authorizes and so long as that
statute would in no way permit that system
1o violate or to facilitnte violation of any
provision of this Act. Nor shall this sectlon
bar any criminal justice agency from supply-
ing criminal history information to any
criminal justice information system estab-
lished in the Federal Government pursuant
to section 307 of this Act.

DISYEMINATION OF IDENTIFICATION RECORD IN=
FORMATION AND WANTED PERSONS RECORD IN=
FORMATION
Sec. 203. Identification record Information

may be disseminated to criminal justice and
to noncriminal justice agencles for any pur-
pose related to the administration of crim-
inal justice. Wanted persons information
may be disseminated to criminal justice and
noneriminal justice agencies only for the
purpose of apprehending the subject of the
information,

SECONDARY USE OF CRIMINAL JUSTICE INFORMA-

TION

Src. 204, Agencies and individuals having
access to criminal justice information shall
not, directly or through any intermediary,
disseminate, orally or in writing, such in-
formation to any individual or agency not
authorized to have such information nor use
such information for a purpose not author-
ized by this Act: Provided, however, That re-
habilitation ofiicials of criminal Jjustice
agencies with the consent of the person
under their supervision to whom it refers
may orally represent the substance of such
individual’s eriminal history record informa-
tion to prospective employers If such repre-
sentation is in the judgment of such officials
and the individual’s attorney, if represented
by eounsel, helpful to ohtaining employment
for such individual. In no event shall such -
correctional officials disseminate records or
copies of records of criminel history record
information fo any unauthorized individual
or agency. A court may disclose criminal jus-
tice Information on an individual in a pub-
lished opinion or in a public criminal pro-
ceeding.

METHOD OF ACCESS AND ACCESS WARRANTS

Sre. 205, (a) Except as provided in subsee-
tion 201(d) or in subsection (b} of this sec«
tion, an automated criminal justice informa-
tion system may disseminate arrest rccord
informeation, criminal history record infor-
mation, or conviction record information on
an indilvidual only if the inquiry is based
upon positive ldentification of the individual

?n‘cd to the la ber avency ;02‘ &e purpose@!4?l§rmgeﬂmmn? rmﬁgoxl;eg;ls(tleligf (1)31012?&

commencing or adjudlcating criminal pro-
ceedings or for the purpose of prenrring a

shall issue regulations to prevent dissemina-
tion of such Inforawtlon except in the above
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-
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Lmpuiries are pased upoit havior of the Indlvi . i 87 g .
i UT data elemen_ts other shall,asa m)nlmum‘:' gr%sw}lldes—‘—l-‘:h procedures ;immftl%?tsi;:t:gxe; gée:;h?l‘;ﬁr;?: ﬁtéuj JC;
~ergrd Information. For (1) for ihe prompt sealing oOr purging of wxich such criminal Justice m.fonnz:‘lon-P:as
wection positive Ldentxt criminal Juatice nformation relating to an @isseminated; -
sntlon by means ol individual who has been free from the jaris- {5) (A) begluning on the dnte that a chal-
rallable identification f:ri‘z:‘ig%ggg S‘I{r:rv(ls!on of any law enforce- lenge has been made to criminal justce in-
¢y fur (A) & perlod of seven years formatio 1,
g the provislons of sub- I such individual has grev‘lously beenycon- iucnatﬁepgsgg:: t:hgzll:nsge: wiznhin&; n-te“-
s = arrest record informa- victed of an oflense classified as a felony un- scived, any criminal. justice agency or in!;r-
- oy Tecord information, or der the laws of the jurisdiction which such mation system which possesses the Informa-
2 .xfurmation contatned 1n eonviction ocenrred, or (B) & perlod of five  ton chall disseminste the fact of such
Lo J':".SLLCG nformation sys- Yers. if such individual has previously beeqd challenge each time it disseroinates the chal-
ox of data clements other convicted of a nonfelonious offense &3 classl- lenged criminal justice information. In the
.z ecord tnformation snall fied under the laws of the jurisdiction where case of & challenge to criminal justice in-.
s crlmlflfl justlce agency such couviclion occurred, or (C) a period of formation maintained by an automated crim-
sopve Das first obtained & class five years If no conviction of the individual inal justice information systerm. such system
L frors E f’-‘;‘g‘fe !uclge of comperent occurred during thet perlod, no prosecution 45 shall automatically inform sny other infor-
- son, & ThE ormation sought is in  pending at tha pnd of the period, and the mation system or criminal justice agency to
R SSLTE of z State or local agency or individual ls not a fugitive; and which such sutomated system has disseml-

=

E=

J informatsss gy FLem. Such warrants paay Tefer the case to the prosecutor or in which result of a review or challengs filed pursuant
e laued 8% & S witer of discretion by the h prosecutor has elected not to commence  to this section, any agency or system which
1idge 10 CBSEE tn which probable cause has. crindnal proceedings. . maintalns or has ever received the uncor-
JnnRE own Al (1) such access 1s impera- (e) To insure ;
been BAOWE YO » that criminal justice agency . rected criminal justice information shall be
ivp OF purpose® of the criminal justice personnel may use or disserinate criminal  potified as s00n 838 practicable of such core
ey’ re;—?ons;;rzillties in the administra- justice informstion ouly after determining it - rection and immediately correct its records
ey B rnimal justice and the Information 1;0 be the most accurate and complete in- of such, information. In the case of the cor-
anyght to e obtained Is not reasonably avail- %rm!}tloﬂ avallable to tbe criminal Justicé  rectlon of eriminal justice information main-
srom 2ny grhner source or through any :’Fen(:y. Such regulations shall require thad,  tained by an auntomated criminal justice in-
Erher method. & sqummary of each regquest ; technlcally feasible, prior to.the dissern- formation systemy, BRY agency or system
gnr such 2 warrant, together with 2 state- Ination of arrest record information by.auto=  ywhich maintains or has ever received the un-
1oent of \ts dlsposition, shall within ninety mated cruninal justice information systems, eorrected crimingl justice snformation shall
days of aizpositivn e furnished the Federal “7% inquiry is automatically made of and 8 4 technically easibie be notified immediatel
Tuformation Syntems Board by the judge. {69?90%*‘— received from the agency which co= of oach correction and suell immedla;:ely
(¢) Access 1o criminal justlce information dﬂbutw.l that information to the sysiemy 0 eprrect 1i8 yecords of such information; anf,
which has heen zealed‘pursuant to section Getermine whether a disposition 1s avallaZie. (6) the action or inaction of a riminal
206 shall be permissible if the criminal Jus- (d‘) To tnsure that information may =ot ‘ustl)c information syst moo 4 ‘c ?m
o 2geney peeking such aceess has obtained o submitited, modified, updated, dissemi- L ?, atton SY tet,o' T icr mina 'Jus-
an ACCESS warrpnt from & gtate judge of ?"'t(‘d- or removed from any criminel juszioe - tce a"e!;cY o;; 2 r:iquels £ re:iew 191.:‘ d chal-
O etent juriwiistion of the information Information system o ey verificatiom Of heano criminsl JUsECY ety Lts pos- -
e &5 tn the possession of & State or local th9 identity of the T To whom 15t omamable L idpgelind s section shall be
apency or formutlon system,-or froin & Fed-~ nformation refers and an {ndication of e revtewa e ﬂ? the appropriate United States
“ judge of competent jurisdictton, 1f the pexson or azency submitting, modifying, =27 dis trict; col pursuant to & civil action under
intormtion sought is In the possession of & ating, or removing the information. sec 101;1308’ alvi 1 wh ’
yederal agency OF information system. Suph ACCESS BY INDIVIDUALS FOR PURPOSES OF s'ec(:t(::!)on °o§€a;;sd§§m‘fmﬁ' jlgs;ccceoﬁgfw“h :ihis
warrants may be jssued as o maftter of dis- CHALLENGE nrding himself may be 1 olrma on
cvetion by the judge in cases in which proba- Sec. 207. {a) A ot e S regarding td requited or o7
b ates s been shown that (1) such ac- hat . {a) Any indlvidual who heleves quested to show or transfer records of that
bh,l c b:‘ 02 tive for Surposes oF the erimt that a criminel justice jinformation s em information to any other person ot any other
e tlg agency’s responsibilities in Th‘ or criminal justice agency malntalns lr=ni-  public or private agency or orgunization:
‘n;.:::n&l;bfat\oﬁ 'nf criminal jlls{lce, anct (2? ﬁ?’l(g:‘:iﬁi‘ilnfnrmauon concerning him- sizll  provided, however, That if a'Federnl or State
L formation sought to be obtaine a5 not  be em,ll ue&dctbory verification of his m?-:':“..:}'. statute expressly S0 authorizes, conviction
nsonably avillable from any other source ers o review such informaticin in  record mmformation may be disseminated to
'ru‘;b oy any S oher method. . person or through counsel and to onIadTy B noncriminal justice agencles and an individ-
or throug ¥ AOS.e ) certified copy of it for the purpose of =al~ ual might be requested or required to show
SECURLITY, ACCURACY, UPDATING, AND PURGING ten gze, correcilon, or.the additlon of exgiimma~  or transfer coples of records of such convice
Spe. 206, Fach criminal justice information a(c’{}f gn i terial, and In sccordance Wit Tioes  tion record information to such noneriminal
systemn, shatl adopt procedures reasonably pted pursuant to this sectlom, to unsl-  justlce agencles. o :

. leuge, pury P YT ey DT

designed— ] . purye, seal, delete, correct, and ampend | INTEL cE

(n) "To inswre the physical securlity of the explanatory material. ) LYGEINCE SYSTHS '
system, to wevent the unauthorized disclos- () Each criminal Jjustice agencw znd Suc. 208. (a) Criminal justice Intelligencs

ure of the inrmation contalned in the sys- crimlal fustice information systec: snpzl  Information shail not be maiatained in crim-
{em, ond o insure that the criminal justice i&dopu and publish regulations to fmisssemd inal- justice information systems.
information n the system is currently and his zecticn which shall, as a minlmum. FZ70- (p) Criminal justice intelllgence informa-
accurately revised to include subsequently vide— i ’ tion shall not he maintained in automated
recelved nﬂn\rn‘-f\tion. The procedurss shall {1; the time, place, fees to the exterT =i systems. . . .
also imsure thet all agencles to which such thorized by statute, and procedure o= 3= TITLE ITI—ADMINISTRATIVE PROVI-
Necurds ane dtsseminated or from Which they 1owed hy an ladividual or his attorss 510NS; REGULATIONS; CIVIL REM-
are cogecrtm e ggggélgfnﬂng ?caurately in- %;*{Ji;‘iﬂz a-coss to criminal justice 1mImTmas EDIES: CRIMINAL PENALTIES
formed O ALY ¥ , deletlon, or re- 1o N g .

. ey o0 . i . ) FEDERAL INFORMATION SYSTEMS BOARD
visie. Of\;&.‘:; A:i)ggj{af:; hsrvegéégmib shall (2) th= any Individual whose =0T is SEC. 301, (8) CREATION AND MEMBERSHIP.~—
require TRRL Ty feasibl e shell as Dot purgsd, sealed, modifled, OF There Is hereby created a Federal Informa-
soon &S teend sally feasible inform any other Mmented zlfier he has 80 uested i Y ae ot

S : s0 requestec i tion Systems Board (nerelnafter the ~Board")

informatios system. or agency which has shall be cotitled to a hearl ylenin : ibi
direct acodss @ criminal justice information days of zach requestabzafi)az’:l:l;%l ‘;m?h:"f vl S o overall TesponeiBLY his

o a1 s P the administration nd enforcement of this
contained 5 _,’","fn“%mnl}fbeg system of any 32€ncy or information system auiby Aci.a’l‘h‘e Board hell be éomgoseu of nFne
?:f;o?li ) Exvxi“\;’xaoreinffcftr&? (?SQZ; E:I% hfm,,’ T:f(“fy’_f’r supplement & members. One of the members shall be the
4 erim ice nformation in tre auto- 1udi ; ormation st which Attorney General and two of the members

ok Ml may appear with counsel
evidenrs, and examine and CTos®

shall be designated by the Presideat as repe
resentatives of other ageucies outside of the
Department of Justice. The six remaining
members shall be appointed by tha President
with the advice and consent of the senate.
Of the six members appolnted by the Presl-
dent, three shall be cither directors of state-
wide criminal justice information systems or
members of the Federal Information Systema
%l keep and, upon regr AQvisory Commitiee at the time of their
parson the name of ali o==r or= appomtment. The three remuining Presiden-
.08, crhnimal justice agsc Lome tial appointees shall be private cisizens well

s possesslon.
-o that criminal Jus
wyed or sealed when ruired
vaderal statute, State or Fed-
, or court order, Cr wnen,
iderations of age, rLature ot
-me Interval following ihe last
ation indicating thas the tn-
er the jurlsdiction ¢f a crirm-

ated sy
(»y T

foumatiany

: %) wah criminal justice infor
wzency, the informaticz 15 un-

ety w Toovide @ rellable guide 12 the be-
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¢
versed in the law of privacy, constitutional
law, and information systems technology. The
President shall deslgnate one of the six
Presidential appointees as Chalrman and
such designation shall also be confirmed by
the advice and consent of the Senate.

() COMPENSATION OF MEMBERS AND QUO-
ruM.—Members of the Board appointed by
the President shall be compensated at the
rate of $100 per day Ior each day spent in
the work of the Board, and shsall be pald
actual travel expenses and per diem in lieu
of subsistence expenses when away from
their usual places of residence, a3 authorized
by sectlon 5703 of title 5, Unitead States Code.
Five members shall constitute a quorum for
the tronsactlon of business.

. (e) Aurnorrry.—For the purpose of carry-
ing out its respousibilities under the Act the
Hoard shall have authority to—

(1) issue regulations as required by sec-
tlon 303;

(2) review and disapprove of regulations
issued by & State agency pursuant to sece
tion 304 or by eny criminal justice agency
which the Board finds to be inconsistent
with this Act;

(3) exercise the powers set out in sub-
section 307{d);

(4) bring actions under section 308 for
declaratory and injunctive relief;

(5) operate an information system for the
exchange of criminal justice Information
among the States and with the Federal Gov-
ernment pursuant to section 307;

(6) supervise the installation and opera-
tion of any criminal justice tnformation sys-
tem or criminal justice intelligence informa«
tion system operated by the Federal Govern-
ment; : :

(7T) conduct an ongoing study of the
policies of varlous agencles of the Federal
Government in the operation of information
systems; :

(8) Fequire any department or agency of
the TFederal Government or any crimlual
justice agency to submit to the Board such
information and reports with respect to its
policy and operation of information systems
or with respect to its collection and dis-
seminsation of criminal justice information
or criminal justice intelligence information
and such department -or agency shall submit
t0 the Board such information and reports
as the Board may reasonably require; and

($) conduct audits as required by sectlon

3086,

(d) OFrFICERS aND EMPLOYEES.-—The Board
may appoint and fix the compensation of a
staff director, legal counsel, and such other
staff personnel as it deems appropriate.

(e) REPORT TO CONGRESS AND TO THE PRESI-
pENT.~The Board shall issue an annual re-
pors to the Congress and to the President.
Such report shall at & minimum contain—

(1) the results of audits conducted pur-
suant to section 306;

(2) & summary of public notices flled by
criminal justice information systems, crim-
inal justice intellizence information sys-
tems, and criminal justice agencies pursuant
to section 305; and .

(3) any recommendations the Board might
have for new legisiation on the operation or
control of information systems or on the col~
lection and control of criminal justlce in-
formation or criminal Justice intellizence
information.

FEDERAL INFORMATION SYSTEMS ADVISORY

COMMITTEE

Src. 302, (a) CrREATION AND MEMBERSHIP.—
There is hereby created a Federal Informa-
tion Systems Advisory Committee (herein-
after called the Committee) which shall ad-
vise the Board on its activitles. The Com-
mittee shall be composed of one veprésenta~
tive from each State appointed by the Qov-
ernor, who shall serve at the pleasure of the
Governor. However, once the State has cre-
nted an agency pursuant to subsectlon 304
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(b), tha State's representative on the Com-
mittee shall be designated by that agency
and shall serve at the pleasure of that
agency. .

(b) CHATRMAN AND SUBCOMMITTEE~~The
Committees shall ke convened by the Board
and at its Arst meeting shall elect a chalr-
man from its membership. The Committee
may create an executlye committee and such
other subcommittees as 1t deems necessary.

(¢) AvuTsoORITY —The Committes shall
make any recommeandations it deems appro-
priate to the Board concerning the Board's
responsibilities under this Act, including its
recommendations concerning regulations to
be issued by thie Board pursuant to section
303, concerning the Board's operation of in-
terstate information systems pursuant to
section 307, and concerning any recomrmen-
dations which the Board might make In its
annual report to Congress and the President,

(4) OFFICERS AND EMPLOYEES.—~The Com-
mittee shall have access to the services and
facllities of the Bosrd and if the Board

deems necessary the Committee shall have

its own stafl.
FEDERAL REGULATIONS

Sec. 303. The Board shall, after appropriate
consultation with the Committee and other
representatives of State and local criminal
justice sgencies particlpating In informa-
tion systems covered by this Act and other
interested psarties, promulgate such rules,
regulations, and procedures as it may deem
necessary to effectuate the provisions of this
Act. The Board shall follow the provisions of
the Administrative Procedures Act with re-
spect to the issuance of such rules. All reg-
ulations issued by the Board or any criminal
justice ngency pursuant to this Act shall be
published .and easily accessible to the public.

. STATE REGULATIONS AND CREATION OF STATE IN~

FORMATION SYSTEMS BOARD

8ec. 304. Beginning two years after enact-
ment of this Act, no criminal justice agency
shall collect criminal justice information
from, nor disseminate criminal justice in-
formation o, a criminal justice agency—

(&) which has not adopted all of the op-’

erating procedurss required by sections 206
and 207 and necessitated by other provisions
of the Act; or

(b) which is located in & State which has
tailed to create s State information systems
board. The State information systems board
shall be an administrative body which is
separate and apart from existing criminal
justice agencles and which will have state-
-wide authority and responsibility for:

(1) the enforcement of the provisions of
this Act and any State statute which serves
the same goals;

(2) the issuance of regulatlons, not in-
consistent with this Act, regulating the ex-
change of crlmingl justice information and
criminal justice infelligence information sys-
tems and the operation of criminal justice
information systems and the operation of
eriminal justice Intelligence information sys-
tems; and

(3) the supervision of the installation of
eriminal justlce Information systems, and
criminal justice intelligence information sys-
tems, the exchange of Information by such
systems within that State and with similar
systema and criminal justice agencles In
other States and in.the Federal Government.

PUBLIC NCTICE REQUIREMENT

&ec. 305, (s) Any criminal justice agency
mainteining an automated criminal justice
information systern or a criminal justice in-
telligence information system shall give pub-
lic notice of the existence and character of
its system once each year. Any agency main-
taining more than one system shall publish
such snnual notices for all its systems simul-~
taneously. Any agency proposing to estub-
lish & new system, or to enlarge an existing
system, shall give public notice long enough

Justice information system, or criminal jus-

. practices and procedures once annually. Each

February 5, 19?’.&.

in advance of the Inltiation or enlargement
of the system to rssure individuals who may
be affected by its operation a reasonable op-
portunity to comment. The public notice
shall be transmitted to the Board and shall
specify—

{1) the name of the system;

(2) the nature and purposes of the system;

(3) the categories and number o! persons
on whom data are maintained;

{4) the categories of data maintalned, in-
dlcating which categories are stored in com-
puter-accessible files;

(8) the agency's operating rules and regu.
lations- issued pursuant to sectlon 208 and
207, the agency's policies and practices re-
garding data information storage, duration
of retention of Informatlon, and disposal
thereol; .

(8) the categories of information sources;

(7) & description of all types of use mads
of information, indicating those involving
computer-accessible files, and including all
classes of users and the organizational re-
lationships among them; and

(8) the tltle, name, and address of the
geerson immediately responsible for the sys-

.

(b) Any criminal justice agency, criminal

tice intelligence information sysem operated
by the Pederal Government shall satisfy the
public notice requirement set out in sub-
section (a) of thls section by publishing the
information required by that subsection in
the Federal Register. ’

ANNUAL AUDIT

Sec. 306. (a) At least once annuaslly the
Board shall conduct a random audit of ths
practices and procedures of the Federal agen~
cies which collect and disseminate infor-
mation pursuant to this Act to insure com-
pliance with ifs regquirements and restric-
tlons. The Board shall also conduet such
an audit of at least ten statew!lds criminal
justice information systems each year and of
every statewide and multistate system at
least once every five years,

(b) Each criminal justice information sys«
tem shall conduet a similar audit of its own

State agency created pursuant to subsection
304(b) shall conduet an audit on each erimi-
nal justice information system and each
criminal justice intelligence informsation
system operating in that State on a random
basis, at least once every flve years.

{c}) The resulis of such audits shall be
msacde available to the Board which shall
report the results of such audits once an-
nually to the Congress by May 1 of each
year beginning on May 1 following the first
full calendar year after the effective date
of the Act. .

PARTICIPATION BY '-I‘HE BOARD

Sec. 307. (a) Subject to the llimtations
of subsections (b) and (c¢) of this section,
the Board may participate in interstate
crimninal justice information systems, in-
cluding the provision of central information
storage facllities and telecommmunications
:;nes for interstate transmisston of informa-

on,

(b) Facllliles operated by the Bosrd may
include criminal history record informatton -
on an individual relating to a violation of
the criminal laws of the United States, viola-
tions of the criminal laws of two or more
States, or a violation of the laws of another
nation. As to all other individuals, eriminal
justice information included iln Board fa-
cilities shall consist only of information
sufficlent to establish the identity of the
individuals, and the ldentitles and loca~
tions of criminal Justice agencies possess-
ing other types of criminal Justice informa-
tlon concerning such individuals.

(c) Notwithstanding the provisions of
subsection (b), the Board may malntain
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criminal bistory record information sub-
mitted by o State which otherwise would

pe unable to participate fully in a criminal -

hlstory xecord information system Dbecause
of the lack of faciiities or procedures but
only until such time as such State is abls
to provide the facllities and procedures to
maintain the records in the State, and in
no case for more than five years, Criminal
history record information maintained in
Federal facilities pursuant to this subsec-
section shall be limited to information on
offenses classified as felonies under the
jurisdiction where such offense occurred.

(d) If the Board finds that any criminal
justice information ‘system. or criminal
justice agency has violated any provision of
this'Act, 1t may (1) Interrupt or terminate
the exchange of information as authorized
by this section, or (2) lnterrupt or termi-
nate the use of Federal funds for the opera~-

" tlon of such 8 system or agency, or (3) re-

quire the system or agency to return Fed-
eral Tunds distributed in the past, or it may
teke any combination of such actlons or
(4) reqguire the system or agency to disel-
plina any employee responsible -for such
violation. ' '
CIVIL REMEDIES

Sec. 308. (a) Any person aggrieved by a
violation of this Act sheall have a civil action
for domages or any other appropriate remedy
ageinst any person, system, or agency re-
sponsible for such violation after he has
exhousted the administrative remedies pro-

_ vided by section 207,

(b) The Board or any State agency created
pursuant.to subsection 304(b) shall have a
civil action for declaratory judgments, cease
and desist orders, and such other injunctive
relie! sgainst any criminal justice agency,
criminal  Justice information system, or
criminal justice intelligence information

~ system within its regulatory Jurisdiction.

(¢) Siich person, agéncy, or the Board may
bring a clvil action under this Act in any
district court of the United States for the
district in which the violation occurs, or in
any district cowrt of the United States in
which such person resides or conducts bust-
ness, or hes his principal place of business,

" or in the District Court of the United States

for the District of Columbia.

“(d) The United States district’ court in
which an action 1s brougbt under this Act
shall have exclusive urisdiction without re-
gard to the amouns in controversy. In any
action brought pursuant- to this Act, the

. covrt may in its d'ioretion Issue an order
. enjolning maintenance or dissemination of

mformation in violution of this Act, or cor-
recting records of such informattion or any
other approprlate remedy except that in an
actlon brought pursuant to subsection (b}
the court may order only declaratory or injuc-

. tive relief. In any action brought pursuant
-to this Act the court may also order the

Board to conduct an audit of the practices
ands procedures of the sgency In gquestion
to determine whether information is being
collected and disseminated in s manner in-
consistent with the provisions of this Act,

{e) In an action brought pursuant to sub-
section (a), any person aggrieved by a vio-
1ation of this Act shall be entitled to a $100
recovery for each violation plus actual and
general damages and reasonable attorneys’
fees and other ltigatlon costs rcasonably
tucurred. Exemplary and punitive damages
may be granted vy the court in appropriate
ecases brought pursuant to subsection (a).
Any person, system, or agency responsible for
violations of thls Act shall ke jointly and
geverally liable to the person aggrieved for
damages granted pursuani to this subsec-
tion. Any criminal Justice information sys-
temn or any criminai justlce intelligence in-
formation system which facilitates

the

transfer of information in violation of this
Act shall be jointly 2d severally liable along
with any criminal. justice agency or peérson
responsible for a violation of this Act.

(g) For the purposes of this Act the
United States shall be deemed to have con-
sented to sult and any agency oOr system
operated by the United States, found respon-
sible for a vioclation shall be liable for dam-
ages, reasonable attorneys' fees, and litiga-
tion cost as provided In subsecilon {f} not-
withstanding any provisions of the Federal
‘Tort Claims Act.

CRIMIN. I PENALTIES

~ Sec. 309. Whoever willfully disseminates,
malntains, or uses information knowing such
dissemination, maintenance, or use to be In
~violation of this Act shall be fined not more
than 85,000 or itmprisoned for not more than
five years, or both. | )
PRECEDENCE OF STATE LAWS

SEC. 310.°(2) Any State law or regulation
which places greater restrictions uwpon the
dissemination of criminal justice informa-

" tion or eriminal justice intelligence informa-
tion or the operation of criminal justice in-

_formation systems or criminal justice intel~
ligence information systems or which affords
to any individuals, whether juveniles or
adults, rights of privacy or protections greater

_ than those set forth in this Act shall take

. precedence over this Act or regulations issued
pursuant to this Act.

(b) Any State law or regulation which
rlaces greater restrictions upon the dissemi-

. nation of criminal justice information or
ceriminal justice intelllgence information or
the operation of criminal justice informatlon
systems or. criminal justice intelligence in-
__formation systems or which affords to any
individuals,
-rights of privacy or protections greater than
those set forth in the State law or regulations
of another State shall take precedence over
the law or regulations of the latter State
_where such information Is disseminated
from an agency or iuformation system in the
former State to an agency, Information sys-
tem, or individual in the latter State. Subject
to court review pursuaut to section 308, the
Board shall be the final authority to detér-
mine whether a State.statute or regulation
_ shall take precedence under this section and
shall as a general matter have final suthor-
ity to determine whether any regulations is=
sued by a State agency, a criminal Justice

"pgency, or information system violate this -

Act and are therefore null and void.
7 APPROPRIATIONS AUTHORIZED °
SEc. 311. For the purpose of carrylng out
the provisions of this Act there are author-
“jzed to be eppropriated such sums as the
. Congres§ depms necessary.
SEVERABILITY

Src. 312. If any provision of this Act or the
application thereof to any person or circum-
stance is held Invalid, the remainder of the
Act and the application of the provision to
other persons not similarly sttuated or to
o“ner circumstances shall not be affected
thereby. '

REPEALERS

SEec. 313. The second paragraph under the
headings entitled “Federal Bureau of Investl-
gntion; Selarles and Expenses' conteined in
the “Department of Justice Appropriations
Act, 1973" is hereby repealed. -

X ' EFFECTIVE DATE

Sec. 314, The provisiona of this Act shall
take effect upon the date of ‘expiratiom of
the one-hundred-and-eighty-day period fol-
I' wing the date of the enactment of this Act:
Provided, however, That section 311 of this
Act shall take effect upon the date of enact-
ment of this Act. : :

whether juveniles or adulis,’

) , ' Approved For Relea,se 2005/08/03 : CIA-RDP80B01495R009§00040025-9
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CRIMINAL JUSTICE INFORMATION CONTROL AND
PROTECTION OF PRIVACY AcT oF 1974
SECTION-BY-SECTION DISCUSSION
Title [—Findings and decleration of policy:

. definitions

Seetion 101 sumrmarizes the constitutional,
legal and practical reasons Congress is taking
action to regulate the exchange of criminal
justice Information. It also states the con-
stitutional authority to legislate: the Com-
merce clause and the Federal participation in
state and interstate information systems.
" Section 102 lists definitions of terms used
in the proposed legislation. The definitions
are important because they establish the
scope of coverage of the legisiation, For exam-~
ple “criminal justice agency” Is defined so
that the restrictions on data collection and
dissemination contained in the bill cover any

state, local or Federal govemmental agency ™

malintaining such data.

-~ Criminal justice Information” is defined

'so that limited exchange of routine informa-

tion reflecting the status of a criminal case

and its history, or reports compiled for bail.or
probation can be exchanged between govern-
mental agencies. All other information refer-
enced under an individual's name and related
to criminal activity is called “criminal jus-
tice intelligence” and is placed under stricter
-limitations. . )

Title II—Collection and dissemination of
criminal justice information and eriminal
justice intelligence information
Section 201 sets the general poliey on the

collection and dissemination of criminal jus-

tice information. Criminal justice informa-

tion can only be used for criminal justice

purposes unless a state or Federal statute
specifically autharizes dissemination of con-
vietion records to non-criminal justice agen-
cies. The section permits researchers access
to the information only if the privacy of the
subjects of the information is protected.
Sectlons 202 and 203 deal with the ex-
change of criminal justice information
among eriminal justice agencles. The general
“yule is that only conviction records may be
- exchanged, However, there are limited excep-
ttons to that general rule. For example, cor-
" rections and release Information can he dis-
seminated outside of the agency which col-
lected it only where expressly authorized by
state or Federal statute, Fingerprint informa-

tion may ba freely disseminated as long as no-

“stigma s attached. Wanted persons infor-
_matlon, that is identifying information on a
fugitive, may be disseminated Hberally for
the purpose of apprehending the fugitive,
Raw arrest records and records of criminal
proceedings which did not result in convic-

tion could be exchanged in certain carefully

defined situations.

Section 204 prohibits agencles or persons
_who Jawfully grin access to information from
using the information for a purpose or from
disseminating the information in a manner
not permitted by the legislation.

Section 205 is based on a provision con-
_tained in Project SEARCH’'s model state
_ statute and the Massachusetts arrest records
_statute. It places limitations on access to
criminal justice information via categories
other than name. For example, it would re-
quire investigators to get a court order he-
. fore accessing a criminal justice data bank
by ofiense—ie., 2 printout on all persons

charged with Burglary I with certain physical-

descriptions and from a certaln geographical
area. According to the commentary on the
SEARCH model statute: “(the provision) is
modeled on the provisions which now govern
wiretapping and electronic eavesdropping. It
is intended to interpose the judgment of an
fmpartial magistrate to control the usage of
an investigative methed that may, 1T mis-
used, create lmportant hazards for individnal
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privacy”. Section 205 creates a simllar proce-

dure for the opening of sealed records.

Section 206 requires every agency or infor-
mation system covered by the act to promul-
zate regulations on security, accuracy, up-
dating and purging and sets out 1n general
termis what those regulations must provide.
The regulations must provide a method for
informing users of changes la disseminated
information and for the purging of old, out-
dated and trrelevant information.

Section 207 reguires every agency or in-
formatlon system covered by the act to es-
tablish a process for access and challenge of
incorrect or inaccurate information, The sec-
tion sets out in considerable detall what
those regulatlons must provide. This sectlon
should be read along with section 308 which
provides court review procedures where the
agency falls to comply with section 207 or
any other provision of the Act,

Section 208 places simple but very strict
limitations on the collection and dissemina-
tion of intelllgence informatlon. Such tnfor-
mation may not be maintained tn automated
systems and must be kept separate and apart
from all other criminal justice files.

Title I[F-—-Administrative provisions. regula-
tions; ctvil remedies; criminal penalties
Title III creates a novel Federal-state ad-

ministrative structure for eunforcement of
the Act. Section 301 establishes a Federal In-
formation Systems Board, an independent
agency with general responsibility for ad-
ministration and enforcement of the Act.
The Board would be composed of represent-
atives of the Department of Justice and two
other Federal agencles, plus six other mem-
bers nominated by the President, with the
advice and consent of the Senate. Of the lat-
ter six members, three must be represent-
atives of state governments and three private
citizens well versed in civil liberties and
computer technology. The Presldent would
also designate a chalrman from the latter six
members,

The Board would have the authority to
jssue general regulations applylng the Act's
policles. It could operate the interstate in-
formation system authorized by section 307,
It would conduct audits pursuant to sectlon
308, and would have other necessary enumer-
ated powers as well as authority to conduct
general studies of information systems and
make recommendations to the Congress for
additionsal legislation.

Section 302 creates an Information Sys-
tems Advisory Committee composed of one
representative from each state. The Commit-
tee shall advise the Board on all of the
Board’s responsibilities under the Act and in
particular provide advice on the Board's op-
eration of the interstate information system
established pursuant to Sectlon 307 and the
Board's promulgation of regulations pursuant
to Sectlon 303.

Section 303 regulres the Federal Informa-
tion Systems Board to issue regulatlons with
implement this Act.

Sectlon 304 requires each state to establish
a central sdministrative agency, separate and
apart from existing criminal justice agen-
cies, with broad authority to oversee and
regulate the operation of criminal justice in-
formation systems in that state. This section
iz based upon the concept embodied in the

Froject SEARCH niodel statute and the Mas- -

sachusetts statute. Beginning two years alter
enactment no information system or agency
could exchange information with a system or
agency In a state which has not created such
2T agsney or with a system or agency which
hias not adopted all of the regulations re-
quired by sections 206 and 207 or elsewhere
in the Act. .

Section 303 1s based upon a sugpestion con-
tained In tha Report of the Secretary's Ad-
visory Commlitee on Automated Persanal
Data Systemns of the Department of Health,
Educzation, and Wellare. It requires every in-
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notlee, once annually, of the type of informa-

tion it collects and disseminates, its sources, .

purpose, function, administrative director or
other pertinent information. It also requlres
every system or agency to glve public noticé
of an expansion and any new system to give
public notice before it becomes operational so
that interested partles will have an oppor-
tunity to comment. -

Sectlon 306 requires audits of systems and
sgencles which collect and disseminate in-
formation. The audits are to be conducted by
the Federal Information Systems Board, by
an independent state agency created pursu-
ant to Section 304 end by each criminal jus-

-tice agency.

. Bection 307 is a general grant of authority

permitting the Federal Government to op-
erate an Interstate criminal justice informa-
tion system under the pollcy control of the
Feedral-State board. However, the Federal
role is carefully circumscribed. Information
contained in such « Federal system Is limited
to a simple Index contalning the subject's
name and the name of the state or’ local
agency which possesses a more complete file.
The Federal Information Systems Board could
maintain more complete files on vlolations
of a criminal law of the United States, viola-
tions of the criminal law of two or more
states, or violatlornis of the laws of another
natton, Only persons charged with felonies
could be listed in the data banks. If a given
state Incks the facllities to operate an auto<
mated informatior. system the Information
Systems Board could provide the facilitles for
a period of five years. .
. The sectlon also lists certaln administra-
tive actions that rnay be taken by the Fed-
eral Information Systems Board in the event
that a criminal Justice information system is
found to have violated any provision of the
Act.

Section 808 provides the judicial machin-
ery for the exercise of the right granted in
SBection 207 and elsewhere in the Act. The
aggrieved individual may obtain both in-
junctive relief and damages, $100 recovery
for each violation, actual and general dam-

- ages, attorney’'s fees, and other litigation

costs whether violations were willful or negli-
gent. ’
" Section 309 provides criminal penalties for
violations of the Act.

Section 310 provides that any state statute,

state regulation or Federal regulation which’

imposes stricter privacy requirements on the
operation of criminal justice information
systems or upon the exchange of criminal
Justice information takes precedence over this
Act or any regulations issued pursusnt to this
Act or any other state law when s conflict
arises. Subject to court review pursuant to
section 308, the Federal Informatlon Systems
Board would make the administrative decl-
sion as to which statute or regulation gov-
erns, and whether a regulation comports with
this Act. .

Sectlon 311 authorizes the appropriation
of such funds as the Congress deems neces-
sary for the purposes of the Act.

Section 312 is a standard severability
provision.

Section 313 repeals a temporary authority
for the Federal Bureau of Investigation .to
disseminate Rap sheets to non-criminal jus-
tice agencles.

Section 314 ma'tes thls Act effectlve slx
months after its enactment,

[From the New York Times, Jan. 10, 1974]
THREE BROTHERS .
(By William Safire)
WASHINGTON, January 9.—"Little Brother™

.18 watching you.

The poking and prying into an individual’'s
private life by “Lilg Brother'-—the Federal
Government—is a matber of great concern,
but the less-publlcized snooping of “little”
and “middle”. brothers is more pervasive and

February 5, 1974

“Little :Brother” is the hard-to-reach pri-
-vate organization that determines whether
or not you are a good retall credit risk, Dead-
beats do not deserve credit, but a great many
honest livebeats have found themselves de-
nied the right to live life on the installment
plan because of computer foul-ups or the
indelibly recorded judgments of vindictive
neighbors. ..

The Fair Credit Reporting Act of 1970 helps
the determined credit rejectee to find outl
who is rattling  his rating, but “Littls
Brother” is stlll hard to find and nearly
impossible to budge. . .

Right now, at State of the Urion time,
President Nixon is considering a proposal
that would come to the ald of the individual’'s
battered right to privacy in these ways:

1. Making it possible for an individual to
see what is in his credit record and how it
13 being used; -

2. Enabling that credit-seeker to correct
and amend information that is inaccurate or
incomplete;

3. Placing a legal “burden of réllability”
on credit sgencles so that they must take:
precautions against abuse of their flles;

4. Preventing the use of information that
people give about themselves for one purpose
from being used for another purpose—which
happens when you send in your address to
receive an item and wind up on some malling
Iists you don't want to be on,

5. Requiring agencies that ask individuals
for information to inform them whether they
are legally required to provide it. Sometimes
you have to answer the Census Bureau, for

‘example, and sometimes you can tell their
doorbell-ringers to get lost.

Such proposals to shore up privacy are
creditable, s0 to speak; s0 is an idea now
being discussed in the White House to put
restralnts on “Middle Brother,” the compu-
terized cooperation between local police de-
partments and state and Federal law enforce-
ment agencies, .

Police officials should have a quick way of
ldentifylng suspects or examining far-off rec=
ords of previous convictions, and the F.B.I.’s
National Crime Information Center has long
been avallable to state agenctes—but once
placed in computers, how secure will FBIX.
files be? When does sensible record-keeping
become a dreaded “dossierization”?

One of the hotltest controversies raging
within the law-enforcement communlty 1ig
whether computers used by lawmen should
be “dedicated” or “shared.” Computer sales-
men say it is cheaper and more efficlent to
“ghare” giant computers with banks and in-
surance companies, rather than to dedicate a
computer to police work alone-—but there is
the danger of a smart programmer breaking
the police code and having access to Informa«
tion that should be confidential,

Sounds esoteric——but & mistake here could
put & crimp in privacy for decades to comae,
The legislative proposal the President is mull-
ing over would make the Federal Law En-
forcement Assistance Administration, which
would put up the money for computerization,

.aware of the need for the most stringent
safeguards. B

This White House interest In curbing both
1ittle and middle brother is vital and welcome
but it does not deal with the privacy question
now on the front burner: warrvantless wire-
taps, the encroachment on Fourth Amend-
ment protections by “Big Brother.”

Such tapping was declared illegal by the
Supreme Court in 1971; since then, no taps
can be placed directly on American cltizens
even In national security caszs without o
court warrant—at least, that’s how a nervous
White House Interprets the Supreme Court
decislon.

President Nixon Is not one to cheerfully
give away any of the powers of office, but the
manl who opened Pandora’s Box of cavesdrop-
pinz would be well advised {o help nail down
the lid. '
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warranticss wiretaps entirely, forcing future
strorneys General to go to Federnl judgte(a
ror permissiot to do any tapping. This would
drive the intelligence communtty up the wall;
wut ian't warrantless wiretapping a danger
o liberty that outwelghs the advantage of
listening in to foreign embassies—especial
when they know we're listening?

Since the state of this Union has been so
deeply afflicted by matters related to eaves-
dropping, the President does well to think
about eivil liberties in dealing with the “little
brother” of credit ratings and the “middle
brother” of computerized pollce records, But
that still leaves Big Brother. If the President
were to take the lead in doing away with
warrantiess wiretaps, he would astound his
friends, confound his critics and show history
ne was able to profit from his most costly
lesson., . :

[From the New York Times, Feb. 5, 1974]
Mr. NixoN DisSCGVERS  Privacy
(By Tom Wicker)
S}:eptléa,l chuckles may have seemed In
order when Richard Nixon promised in his

1974 State of the Union Message & “major
initjative” and a “cabinet-level review' on

the matter of privacy—particularly on safe-’

suarding information stored in computers by
juterlinked Federal and state criminal jus-
tice agencies. Mr. Nixon after all, had wire-
tapped his own staff and his Administration
had failed since 1970 to take such a “major
initiative,” despite the repeated requests of

.Congress that it do s0. ‘

But never mind the chuckles. The Justice
Departmient immediately followed the State

~of the Union Message with the detailed leg-

islative proposal so long awaited. Beyond
that, Senator Sam J, Ervin Jr., chairman of
the constitutional rights subcommittee, is
ready with his own more restrictive bill, and
the prospects seeni brighter than they ever
have besn for action at last,

“At last” 18 not too strong a phrase. Swe-
den, for exaniple, passed in April 1973, a com-
prehensive law governing the collection and
dissemination of criminal justice informa-
tion. But little has been done here, although
jn recent years Federal funding through the
Law Enforcement Assistance Administration
has achieved a phenomenal growth of crim-
inal justice data banks throughout most of

the states; all fifty soon will be involved in _- s
: ‘[From the Washington Post, Feb. 4, 1974}

the systern, .

Interjinked among themselves and with the
massive Federal system operated by the
FB.I, these data banks are collecting an
enormous amount of information about mil-
llons of Amervican citizens, by no means all
of them criminal offenders. The nature, use
and distribution of that information is vir-
tunlly unregulated by anyone; as noted here
belore, Massachiusetts alone found last year
that more than 76 public and private agen-
cles having nothing to do with eriminal jus-
tice had achieved regular access to its crimi-
nal offender files.

The Department of Justice bill would go
Ifar to fill this void, by providing as a matter

of law that Individuals could review their’

own records, correct inaccuracles and sue
anyone disclosing the information improp-
erly. The measure also would sharply limit
those to whiom any of the records could he
riiscloged, and require the sealing of individ-
ual records nfter a specified time,

Sepaior Ervin's proposal would improve on
the Justice Department bill in important re-

spects. For example, it would provide that an |

arrest record showing no subsequent disposi-
tion of the case, or one showing an acquittal
or that the case had been dropped, would be
“programmed’” out of the reach of criminal
justice agencies as well ag any other public
or private tuculrers one year after the origi-
nal arrest. Even during that first year, such
@ record would be available to police only if

. _ Approved For Release 2005/08/03 : CIA-RDP80B01495R000500040025-9
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the person Involved was re-arrested on some
other charge. . )

More importantly, the FErvin bill would
place the entire Federal, state and Interstate
criminal justice data system under the regu-
lation of a nine-man board—one representa-
tive each from the Department of Justice and
two other interested Federal agencies three
representatives from Involved state agencles,
and three representatives of the public at
large, &ll appointed by the President and con-
firmed by the Senate.

This board would remove the system from
the exclusive control of police and criminal
justice agencies, provide some amelloration
of Federal dominatton, and—so Mr. Ervin

hopes—establish an effective instrument for-

efficlent and equitabls regulation of unfore-
seen problems as they arise, with the neces-
sity for new legistation. . .

All this is strong medicine for some crimi-
nal justice organizatiohs to swallow; pre-
dictably enough, Clarence M. Kelley, the di-
rector of the F.B.I., has declined full endorss-
ment of éven the Justice Department hill, He
is reported to be reflecting the views of nu-
merous police departments, particularly on
the matter of seallng—that is, closing to any
inquirer—criminal records seven years fol-
lowing the subject’s release from custody on

a felony conviction (five years in misde-

meanor cases). Some other Federal agencies
with an interest in criminal justice records
algo have reservatlons about the Justice De-
partment bill, ralsing the guestlon whether
it really 1s an “Administration proposal.”

Nevertheless, Mr, Nixon himself is on the
record at least pro forma; Mr. Ervin plans to
be a cosponsor of the Justice Department

measure, and such Nixon stalwarts as Roman.
‘Hruska of Nebraska and Milton Young of

North Dakots have been induced to cospon-
sor the Ervin blll. This cross-sponsorship
bodes well for some kind of regulatory legis-
lation, and alinost any would be an improve-
ment on the present vacuum. .

At the least, the need for control has been
stated at the highest level; both the Justice

‘and Ervin bills recognize the principle that

those who compile and operate the data
banks should not have discretion to deter-
mine their use; and even while declining

-endorsement of & specific bill, Director- Kelley
said he welcomed legislation to “insure the

maximum protection of individual rights.”

CONTROLLING THE DaTa BaANUS

Presldent Nixon was absolutely right in
his State of the Union address when he in-
cluded protection of individual. privacy
among those issues which should get legis-
lative attention this year. Since Mr. Nixon
1s & very recent convert to this view, many
uncertainties remain about how quickly and

fully the commitment will be translated into

specific policies. Thus it i5 doubly encour-
aging that the Department of Justice is pro-
ceeding at once to send Congress its long-
waited bill to control federal, state and in-
terstate criminal justice data banks.

The unveillng of any comprehensive ad-
ministration measure on criminal records
would be reason for some celebration, The
Congress first requested recommendations
from the Justice Department back in 1970,
but the response was half-hearted at hest
until former Attorney General Elliot Rich-
ardson made the subject a personal priority
last year. Attorney General William Saxbe
has followed through, and the result is a
rather impressive Dbill which sets out broad,
general policies intended to insure that all
crimiinal records in automated or Interstate
files will be accurate, timely and complete,
that Individuals will be abls to review and
correct files on themselves, and that there
will be far less trafficking tn criminal records
among public and private agericies outside
the law enforcement field,

CIA-RDP80B01495R000500040025-9
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Some points of contentlon remain. Within
the administration, the FBI is sald to be
less than enthusiastic about the new biil,
and several other federal agencles will prob- .
ably be going to Congress on their own to
seek authorization to continue current prac-
_tices such as checking the criminal records of
job and credit applicants. On Capitol Hil,
Sen. Sam J. Ervin (D-N.C.) is ready to intro-
duce his own regulatory bill. The Ervin pro-
posal is more stringent and detailed than .
the Justice Department measure in several
important respects, and it would also trrus-
fer regulatory. authorlty over federal crim-
inal history files from the Justice Depart-
ment to an independent federal-state board.
But it appears that this year such substan-
tive issues can finally be serlously ad-
dressed~—and even resolved with some har-
mony and dlspatch—because.a good working
alliance 1s developing among Senator Ervin,
“the Justice Department and Sen. Roman
Hruska (R-Neb.), ranking Republican on
the Senate Judiciary Committee and a po-
tential pivotal figure In the discussion to
cotne. _
Thus on the top-priority privacy issue of
criminal records, the debate has advanced
<Irom whether Congress should legislate any-
thing to what kind of blil should be passed.
The outlook is not s0 promising, however, on
related fronts.' While endorsing the protec-
tion of privacy as a general principle the
other night, Mr Nixon did not propose any
specifics. Instead,” he simply announced an-
other study—“an extensive Cabinet-level re-
view” of government and industry practices
impinging on privacy. Thus the President
seems to have shelved, among other things,
the report of the HEW advisory panel which
called for a code of “fair informatlon prac-
tices”  for all federal data banks. He also
seems to have postponed any positive ad-
ministration involvement in the congres-
stonal efforts to deal with such specific prob-
lems as credit reporting, the secrecy of hank
‘records and the rights of participants in fed-
eral programs. .
The most striking flaw in Mr. Nixon's ap-
proach was his definition of the “privacry
problem” primarily as @ function of advanc-
indeed
eroded man's ability to control who knows
“-how much about & person’s private life and
how such knowledge is used. But the bhasic
problem is less the capability of machines
than the curiosity of man, particularly ithe
curiosity of those in positions of power over
the llves of their fellow. cltizens. We need
‘no further studies of the potential dangers
of official nosiness—wiretapping, bugging,

illegal searches, political surveillance,.
harassment of dissldent groups, and the
other abuses eand excesses which have

aroused such public cancern. Mr, Nixon did
‘not address himself{ to this subject at all
Until he does so, his commitment to protect-
ting privacy will remain vague and incom-
plete. .

Mr. HRUSKA. Mr. President, I should
like to congratulate and commend the
_distinguished Senator from North Caro-
lina (Mr. ErviN) for the very well pre-
pared, well organized, documented, and
competently assembled statement he has
just presented concerning criminal jus-
tice information systems.

It is a splendid opening statement on
a very vital subject. I believe that its .
tenor testifles well to the vast scope and
the complexity of the area of law with
which it is concerned. .

¥t will be considered a classic, I am
sure, aud will be oiten cited because of
its fine discussion of the law and the
technigues regarding criminal data sys«
tems, as well as the general philosophy |
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which the Senator from North Carolina
spells out in his excellent manner. .

Much work and many studies have
been devoted to this subject.

The Senator from North Carolina has
alluded to many of those facets, and all
of us can be impressed by the far-reach-
ing consequences of the failure to act,
with deliberation, to be sure, and yet, 2s
expeditiously as wisely and practicable
to deal with the bills introduced today.

Again I commend the Senator from
North Carvolina and congratulate him
for his very fine contribution.

INTRODUCTION OF S. 2964—CRIM-
INAL SYSTEMS ACT OF 1974

Mr. HRUSKA. Mr. President, I am
pleased to introduce on behalf of the De-
partment of Justice a bill entitled “Crim-
inal Justice Information Systems Act of
1974,” S. 2864. I send it to the desk and
ask that it be appropriately referred. -

The PRESIDING OFFICER (Mr..
Herwms) . The bill will be received and ap-
propriately referred. .

Mr. HRUSKA. Mr. President, this bill
will provide for and facilitate the col-
lection, classification, maintenance, and
use of criminal justice information; and
also make provision for and regulate ac-
cess thereto, as well as uses and dissemi-
nation thereof. It is intended to provide
strong safeguards against unwarranted
violation of privacy of the individuals to
whom such information pertains, and to
insure physical securlty and integrity of
criminal justice  information systems,
and for other related purposes.

At the same time, I am further pleased
to cosponsor with my valued friend, the
distinguished senior Senator from North
Carolina (Mr. Ervin), the Criminal Jus-
tice Information Control and Protection
of Privacy Act of 1974, S. 29583, which he
introduced earlier this afternoon, and of
which he is the author. Senator ERvIN's
bill takes a somewhat different approach
to several aspects of the subject than are
contained in the bill which I have in-
troduced, but generally their respective

fundamental objectives, thrust, and oth- J
{

. er provisions parallel each other.

Mr. President, in infroducing the ohe
bill and in cosponscring the other it
should be made clear that I am not {12X;
dorsing or approving either in its -
tirety. The thrust, the fundamental ob-
jectives, aqd in many provisions, yes,
there is dorsement and approval.
Some of tHe cosponsors to the bill I am
introducing have also expressed this
thought. But in each there are a num-
ber of provisions which must be subject-
ed to close scrutiny, searching analysls,
and full study before they are accepted,
modified, or rejected. Certain of the pro-
visions in each bill will be controverslal
and even mutually exclusive so that a
choice will be mandatory. Indeed there
is much room for debate and sincere dif-
ference of opinion.

As to some of such instances as they
are now drafted X find that I myself have
not reached a firm judgment.

But, Mr. President, both of these bllls
have much merit. Botl. will be excellent
vehicles to serve as b
legislation on the pertinent subject mat-
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ter. It is with this thought in mind that
I have expressed favor for each, namely,
that we will hear from various witnesses -
the opposing views and elicit more com-
plete information and implications. Also
there will be later discussions among
our colleagues on the Judiciary Commit-
tee and in the Senate, so that a com-
posite judgment may be formulated.

It may be unrealistic to assume that
both bills will be viewed with equal favor
by all, but ‘t should not be too much to
hope that the task of seeking a common,
acceptable ground upon which to enact
a law will be performed with good faith
and fairness. It is in that spirif that I
join with the Senator from North Caro-
lina, and in that spirit also that I accept
his joining with me in my offering of the
bill of the Department of Justice:

Mr. President, I have long been con-
cerned with the need to protect the
rights of privacy of the citizens of this
country and to guarantee that such
rights are provided for in the operation
o. criminal justice information systems.
T have been particularly concerned with
insuring that criminal justice records
are complete and accurate and that the
exchange of such records is accomplished
in a manner which safeguards the rights
of citizens while, at the same time, pro-
viding for the legitimate needs of the
criminal justice system and of the so-
ciety which it serves.

In 1970 I supported an amendment of-
fered by Senator MATHIAS to the Omni-
bus Crime Control and Safe Streets Act
of 1968 to require the Law Enforcement
Assistance Administration to submit
recommendations for leglslative action
which would assist in promoting the in-
tegrity and accuracy of criminal justice
data and would Insure that the collec-
tion, dissemination, and processing of
such information in criminal justice sys-
tems would be designed to provide maxi-
mum Dprotection for the constitutional
rights of all perscns covered by such sys-’
tems. In the 92d Congress I introduced
the Criminal Justice Information System
Security and Privacy Act of 1971, S. 2546,
which was the LEAA response to Senator
MaTHIAS' amendment.

In the first session~of this Congress,
Senator McCLELLAN and I supported and
supplemented the amendment by the
distinguished Senator from Massachu~
setts (Mr. Kenxnepy) to the Crime Con-
trol Act of 1973 which required LEAA to
issue regulations to insure as far as
practicable the completeness and ac-
curacy of information contained in
LEAA-funded criminal justice systems.
The amendment, sectior. 524(b) of the
Crime Control Act, limited the dissemi-
nation of criminal justice information
in LEAA-funded systems to legally au-
thorized needs and required that in-
dividuals have access to thelr records in
order to lnsure thuat Information con-
tained about them in the system ls ac-
curate and complete. I stated at that
tirne that additional legislation would be
forthcoming which would supplement
and complement that amendment to the
Safe Streets Act.

The Criminal Justice Information Sys-

applies to all criminal justice informa-
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tion systems funded in whole or in part
by the Federal Government. It also
applies to all interstate criminal justice
information systems, and to the extent
that a State or local system exchanges
information with a federally funded or
interstate system such sysfem would also
be subject to the provisions of this legis-
lation.

The Criminal Justice Act applies to
both manual and automated informa-
tion systems. It deals comprehensively
with the dissernination of arrest records
and the access and use of all criminal
justice information. Strong provisions
are provided for an individual to review
information contained in the system for
the purpose of challenge or correction.
Criminal justice agencies contributing
criminal offender record information to
a criminal justice information system
are required to supply accurate and com-
plete date and must regularly and ac-
curately revise such data to include dis-
positional information. :

The bill provides that criminal intel-
ligence data must be kept.separately
from criminal offender record informa-
tion and may only be used for a criminal
justice purpose.

Provision is also made in this act for
the sealing of criminal offender record
information under specifled -circum-~
stances. Dissemination and use of crimi-
hal justice information for noncriminal
Justice purposes is severely limited. The
bill sets forth administrative sanctions
and clvil and criminal penaltiés for the
violation of the provisions.

There are many similarities between
the Criminal Justice Informalion Sys-
tems Act of 1974 and Senator Ervin's
bill, the Criminal Justice Information
Control and Proiection of Privacy Act of
1974 which I am cosponsoring today.

Both bills reflect much of the work
of the LEAA-funded programs, Project
SEARCH—System for Electronic Access
and Retrieval of Criminal Histories——
which in 1970 developed strong regula-
tions for protecting the security and pri-
vacy of criminal justice systems. They
also reflect many of the recommenda- -
tions of the National Advisory Commis-
sion on Criminal Justice Standards and
Goals as set forth in its commendable
task force report on criminal justice

- systems. The security and privacy con-

trols of .the Jederal Bureau of Inves-
tigation and its National Crime Informa-
tionn Center are also reflected in the bills.

Both bills recognize the harm which
can occur through the exchange of in-
accurate or incomplete records and pro-
vide methods to insure that data
collected will be both accurate and com-
plete. Each allows an individual to
review a criminal offender record con-
cerning himself for the purpose of
correction.

Both bills contain requirements for
sealing of records where an individual
has been free from the jurisdiction of a
criminal justice agency for a set period
of time and the information is unlikely
to provide a reliable pguide to the be-
havior of the individual. Each requires
annual public notice by a criminal justice
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st bills seb forth dissemination
vations and provide for administra-
ctions, civil and criminal reme-

s&i

t
3 “:‘;"z‘s far violation of the acts.

It is because of these simil‘arities and
recause of our traditional interest in
.chieving bipartisan support for legisla~
sion thaw I am cosponsoring Senator
Favin's bill and Senator ErviN is co-
eponsoring my bill.

Senatoy Ervin has dohe & great service
in providing us with this bill, as has the
separtment of Justice, through its At-
torney General and his very dedicated
staff, In compiling and formulating the
pill which I have introduced. This is a
complicated area, and the more ideas we
nhave to consider the better able we will
be- to provide the best possible legislation.
In kceping with this spirit of coopera~
tion and bipartisanship, IT1look forward to
the development and progress which the
hearings which have been announced
will produce, and which later develop-

ments will also follow.

The steadily increasing capability of
the criminal justice system for gather-
ing, processing and transmitting infor-
mation requires prompt attention to the
issues of system security and individual
privacy. Criminal justice has-a valid
need for more and better information
but there is an equally valid need to in~
sure that this information is kepf in a
secure manner where it ‘cannot be de-
stroyed and to guarantee that the con-
stitutional rights of citizens who have
their records entered in this system are
fully protected. There must be a balanc-~
ing between all of these interests. The
legislation introduced today seeks to
strike that balance. .

Hearings on these bills and on any
gther pertinent bills will be forthcoming
soon, and I hope that as a result thereof
we can put together a mutually accept-
able bill in a reasonable time.

It is my further hope that in setting
these hearings for a specific day and spe-
cific hour, some accommodation will be
made for other committees, subcommit-
tees, of the Committee on the Judiciary
as well as others, because, while all of
us must sacrifice the opportunity, in scme
instances, to follow through on some
hearings on this particular subject, T am
sure that we would all like to be present
at as many of those hearings as possible.

Mr. President, I ask unanimous con-
sent that the text of my bill, along with
the letter of transmittal from the At-
torney General and his section-by-sec-
tion analysis, be printed in the REcorp
immediately following my rematks.

There being no objection, the bill, the
section-by-section analysis and letter of
transmittal were ordered to be printed
in the RECoRD, as follows:

3.2064

Be it eracted by the Senale and House
of Representutives of the United States of
America in Congress assembled, That this
Act may be cited az the “Crimlnal Justice In-
tormation Systems Act of 1974”7

FINDINGS AND PURPOSE

Sec. 2. (8) The exchange of criminal justice
information including criminal offender rec-
ord information or summaries of the crim-
inal records of individuals, beiween Fed-
eral and State criminal justice agencies or
between criminal justice agencies located in

different States Is & useful and proper aid to
law enforcement. However, such exchange and
the handling of the Information must he ac~
complished in a manner which safeguards
the interests of the individuals to whom the
information refers.

(b) Particular risks, from the standpoint
of the individual, may be presented when
eriminal justice information Is used for =
purpose not
such wse should be permitted unless 1t is
clearly necessary and is justified on the basis
of weighing the Interests of the individual
(including the right of privacy, procedurat
rights, and access to employment) against
tne needs of government or of society.

(¢) Enforcement of criminal laws is pri-
marlly the responsibility of State and local
governments. However, Tederal regulation of
the criminal justice informatlon systems
which are covered by this Act 1s appropriate
because of the Federally connected or inter—
state nature of those systems. This Act s
based upon the powers of Congress— -

(1) to place reasonable conditions upon
the receipt of Federal grants or other Fed-
eral services or benefits, .

(2) to regulate use of the means of inter~
state communication, and . ’

(3) to enforce the Due Process and Equal
Protection Clauses of the Fourteenth Amend-
ment. ’ . .
DEFINITIONS

Sgc. 3. For the purpose of this Act—

(a) “Criminal justice informatlon system”
means a system, including the equipment,
facilities, procedures, agreements, and or-
gonizations, utilized for the collection, proc-
essing, preservation or dissemination of erim-
inal justice information. .

(h) “Automated syste: » means & criminal
justice information system that utilizes elec~
tronic computers or other automatic date
processing equipment, as distinguished from
s system in which all operations are per-
formed manually. . .

(c) “Criminal offender rccord informa-
tion” means information confalned In a
criminal justice information system, com-~
plled by & criminal justice agency for the
purpose of klentifying individual criminal
offenders and alleged offenders gud cousist-
ing only of identifying data and notations of
arrests, the nature and disposition of crim-
inal charges, sentencing, conflinement, re-
lease, and parole and probation status. .

(d) “Criminal intelligence juformation’
means Informatlon compiled by 2 criminal
justice agenecy for the purpose of criminal
investigation, including reports of inform-
ants and investigators, contalned in & crim-
fual justice information system and assocl-
ated with an ientifiable Individual. The
term does not include eriminal oftender rec-
ord information. ’ .

(g) “Criminal offender processing mfor-
mation” includes all reports identifiable to
an individual compiled at any stage of the
criminal justice process Irom arrest or in-
dictment through release from supervislon,
This term does not include criminal intelli~
gence information.

(f) “Criminal justice information”™ means
criminal offender record information, crim-

inal intelligence Information and criminst”

offender processing luformaiton.

(g) “Criminal justice” means any actlvity
pertalning to the enforcement of criminal
1aws, including pollce efforts to prevent, con-
trol, or reduca crime or to apprehend crim-
inals, and the activltles of prosecutors,
courts, correctional,. probution, pardon or
parole authorities. .

() “Criminal Justice agency” means &.

public agency or component thereof which,
performs as its principal function a criminal
justice activity. .
(1) “Intcrstale system’” means a criminal
justice information systamn which is used
for the transfer of crlminal justice informs-

related to criminal justice. No |
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tion between criminal justice agencles lo-
cated in two or more States.

(J) “State’” means any State of the United
States, the District of Columbia, the Com=-
monwealth of Puerto Rico, and any territory
or possession of the United States.

(k} “Attorney Cieneral” means the At-
torney General of the United States or his
designee.

(1) “Sealing” means the closlng of a record
so that the information contained in itne
record is avallable only (1) in connection
with review pursuant to sectlon € by the
Individual or (2) on the basis of = court
order or a specific determination of the At-
torney General.

- ' COVERAGE

SEc. 4. (a) This Act applies to any criminal
justice information system which ls—

(1) operated hy the Federal Government,

(2) operated by 2 State or local govern-
ment and funded in whale or in part by the
Federal Government, ) :

(3) an interstate system, or

(4) operated by & State or local govern-
ment and engaged in the exchange of crim=-
inal justice information with a system
covered by paragraphs (1), (2), or 3):
Provided that a system described only by
paragraph (4) shall be subject to this Act
only to the exteni of its participation with
a system described by paragraphs (1), (2), .
or (3). - .

{b) This Act applles to criminal Justice
information obtained from a foreign govern-
ment or an international agency to the extent
that such information 5 eontalned in. a
criminal justice information system. sub-
ject to this Act. Whenever any criminal jus-
tlee information contained In a criminal
justice information system subject to this
Act is provided to a foreign government or
an International agency, appropriate steps
should be taken to assure that such informa-
tion is used in a manner conslistent with the
provisions of this Act. )

(¢) The provisions of this Act do not apply
to lists of systems utilized by criminal justice
agencies for the sole purpose of identifying
or apprehending fugltives or wanted persons.

: ACCESS AND TSEZ ) )

Sec. 5. (a) The provisions of this section
apply to any eriminal justice information
system subject to this Act and to any agency
or person who, directly or indirectly, obtains
eriminal justice information from such #
system. i
{b) Direct access to information contalued
in a criminal justice information system sub=
ject to this Act shall be avallable only to
authorized officers or employees of a criminal’
Justice agency. . N

(c) (1) Except as provided in paragraphs
(2y and (3), criminal intelligence informa-
tion may be used only for a criminal justice
purpose, and only where need for the use has
been established in-accord with regulations
issued by the Attorney General. i

(2) Criminal intelligence information may
be used for & purpose not related to criminal
justice If the Attorney General determines,
with regard to the particular case or clnss of
cases, that such use is necessary because of
reasons of national defense or foreign policy.

(8) Criminal intelligence information
compiled by a criminal justice agency which
is # component of a Federal, State or local
agency may be made available to a non-
criminal-justice component of the same
agency if. the information 1s mecessary for
performance of a statutory function of the
hon-criminal-justice component. Such in-
formation may be used by the non-criminal-
justice component only in connection with
performance of & statutory function.

(@) (1) Except 8s provided in paragraphs
(2)-(4), criminal offender processing - in=
formation may be used only for a crimiial
Justice purpose, and only where need for
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the use has heen established in accord with
regulations issued by the Attorney Ceneral.

(2) Particular criminal offender processing
information may be made avallable to the
individual to whom the information refers,
pursuant to a court order or & Federal or
state statute or regulation.

(3) Criminal oftender processing informa-
tion may be made avallable to gualified per-
sons for research related to criminal justice
under procedures designed to assure the
securlty of the information released and the
privaey of individuals to whom the informa-
tion refers. N

(4) Criminal offender processing informa-
tion mny be used for a purpose not related
to criminel justice if such use is expressly
authorized by a court order of Federal or
State statute. The Attorney General shall
determine, with regard to the particular case
or class of cases, whether such use is ex-
pressly authorized by statute, and his de-
termination shall be conclusive.

(e) (1) Criminal offender record lnfprma-
tion may be used for criminal  justice pur-
poses or for other purposes which are eX-
pressly provided for by Federal statute or
TExecutive order or State statute. The Attor-
ney General shall determine, with regard to
the partlcular case or class of cagses, whether
such use is expressly provided for by statute
or by Executive order, and his Qeterminatlon
shall be conclusive. '

(2) Crimilnal offender record information
may be made available, pursuant to sectlon
6, to the indlvidual.

(3) Criminal offender record information
may be made avallable to qualified persons
for research related to criminal justice un-
der procedures designed to assure the secur-

ity of the information released and the

privacy of Individuals to whom the informa-
tion refers.

. (f) Any agency operating a criminal jus-
tice information system subject to this Act
shall maintain records with regard to—

(1) requests from &ny other agency or
person for criminal justice information. Such
records shall include:

(A) regarding any request for use for a
criminal justice purpose, the identity of the
requester, the nature of the information
provided and pertinent dates; and

(B} regarding any request for use for a
snon-criminal-justice purpose, the identity of
the reguester, the nature, purpose and dis-
position of the request, and pertinent dates.
" {2) the source of criminal offender record
inforraation: Provided, That regulatlons of
the Attorney General may provide for excep-
tions with regard to the source of identifying
data. .

REVIEW OF CRIMINAL OFFENDER RECORD INFOR-
MATION BY THE INDIVIDUAL

Sec. 6. (2) Any individual who complies
with applicable regulations shall be entltled
to review criminal offender record informa-

tion regarding himself contained in any crim--

inal justice information system subject ©o
this Act, and to ohtaln a copy of the infor-
mation for the purpose of challenge or cor-
rection.

(b) Each Federal agency which operates &
criminal justice information aystem and
ench State shall adopt regulations to imple-
ment this sectlon, Such regulations shall (1)
require that an Individual making such a
request verlfy his identity by fingerprints or
other specified meauns, (2) explain the pro-

- cedures for making such requests and per-
fonning such review, including such mat-
ters as time, place and fees, and (3) provide
for the walver, iz appropriate cases, of any
applicable fees. :

. {¢) Except with regard to natlonal defense
or forelgn polley cases, or with regard to the
appoimtment of a judge or a civil offcer,
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which appointment is subject to the advice
and consent of the Senate, when criminal
offender record information is requested, in
accord with paragraph (5) {e) (1), for a pur-
pose not related to criminal justice, the crim-
inal justice agency to which the request is
made shall regquira the requester to notify
the individual that crlminal offender record
informatlon concerning him is being re-
quested, and that he has a right to review
his record for the purpose of challenge or
correction.

(d) No. individual wheo, in accord with
subsection (a8) or (c), obtains a copy of
criminal offender record information regard-
ing himself may be required or requested to
show or transfer that copy to any person
or agency.

(e) If, after review of information - ob-
tained pursuant to subsection (a) or {c), the
individual disputes its accuracy or complete-
ness, he may apply for correction or revision
to the agency responslble for orlginal entry
of the allegedly incomplete or Inaccurate
information. When correction or revision is
warranted, the responsible agency shall im-
mediately emake tlie necessary correction or
revision and take appropriate steps to have
the correction or revision made with respect
to all crimlnal justice information systems
containing the information. ’

{£) In the event that an individual is dis=
satisfied with the decision of a criminal
justice agency witi respect to his request for
correctlon or revision of information, ths
individual shall be afforded administrative
review in accord with applicable regula-
tlons, -

(g) If an individual is dissatisfied with
the final administrative declsion, he may ob-
tain judicial review of that decislon by bring-
ing an sction pursuant to subsection 14(a).
ACCURACY AND COMPLETENESS OF CRIMINAL

OFFENDER RECORD INFORMATION

Sec. 7. (8) Any criminal justice agency
which contributes criminal offender record
information to a crlminal justice informa-
tion system subject to this Act shall assurs
that the information it contributes is ac-
curate and complete and that it 1s regularly
and accurately revised to include disposl-
fional and other subsequent information,

(b) All Federal, State or local criminal
justice agencies, Including courts and cor-
rectional suthorities, shall take the steps
necessary to achieve compliance with sub-«
section (a).

DISSEMINATION OF ARREST RECORDS ,

Sec. 8, (a) This section applies to any
criminal justice information system subject
to this Act and to any agency or person who,

directly or indirectly, obtains criminal of~

fender record inr‘ormation from any such
system.

{b) No information relating to an arrest
may be disseminsted without the inclusion
of the final disposition of the charges if a
disposition has been reported. Any agency or
person requesting or recelving information
relating to an arrest from a system subject
to this Act shall use such information only
for the purpose of the request. Subsequent
use of the same informatlon shali regulre a
new inguiry of the system to assure that it
is up-to-date.

(¢) Except as provided in subsection (d),
eriminal offender record information con-
cerning the arrest of an indlvidual may not
be disseminated or used for a non-criminal-
justice purpose if—

(1) the indlvidual is acqguitted of the
charge for which he was arrested,

(2)" the charge ls dismissed,

(3) a determination to abandon prosecu-
tlon of the charge Is made by the prosecuting
attorney, or
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(4) an interval of one year has elapsed
from the date of the arrest and no final dis-
position of the charge has resulted and no
active prosecution of the charge Is pending:
Provided, that the one-year perlod does not
inciude any perlod during which the individ-
ual 1s a fugltive. i

{d) The prohihition set forth In subsection
(c) shall not apply— : ’

(1) when the Alitorney General determines,
with regard to the particular case or class of
cases, for reasons of national defense or
foreign policy it should not apply,

(2) with regard to the appointment by the -

President of a judge or a civil officer whose
appointment is subject to the advice and
congent of the Senate,

(3) with regard to use, pursuant to para-
graph. (5) (e) (3), for research purposes,

(4) with regard to use, pursuant to sub-
section (8) (a) or (¢), by the indlvidual for
adfudication of a claim that the information
is inaccurate or incomplete,

(5) where a court order specifically pro=
vides otherwise, or .

(6) where a Federal statute expressly pro-
vides that the prohibitlon shall not apply.
SEALING OF CRIMINAL OFFENDER RECORD INFOR-

MATION

8eC. 9. {a) Criminal offender record infor-
mation shall be sealed in accord with the
requirements of & court order, a Federal or
State statute, or regulations issued by the
Attoroney General, when sappropriate noti-
fication is provided by the agency directly
responsible for compliance with the order,
statute, or regulation.

(b) The regulations shall, as a minimum,
provide for the sealing of criminal offender
record information regarding an individual
who has been free from the jurisdiction or
?upervislon of any criminal justice agency

or—

(1) a perlod of seven years if the individual
has previously been convicted of an offensa
for which imprisonment in excess of one year

is permitted under the laws of the jurisdic-,

tion where the conviction occurred,

{2) for a period of five years if the Indi-
vidual has previously been convicted of an
offense for which the maximum penalty is
not greater then imprisonment for one year
under the laws of the jurisdiction where the
conviction occurred, or

(3) for a peried of five years following an
arrest if no conviction ol the individual oc-
curred during that perlod, no prosecution is
pending at the end of that perlod, and the
individual is not a fugitive,

(c) (1) The regulations may exempt from
full compliance with the reguirements of
this sectlon criminal justice information sys-
tems for which full compliance is not fea«
sible because of the manual nature of the
systems. -

(2) The regulations shall set forth proce~
dures regarding access to a sealed record (A)
in connectlon with review pursuant to sec-
tion 6 by the Individual or (B) on the basis
of a court order or (C) a specific determina~
tion of the Atlorney General.

PRECEDENCE OF STATE LAWS

Sec. 10. Nothing in this Act is to be con-
strued to diminish greater rights of privacy
or protection provided by a State law or reg-
ulation governing use, updating, or sealing of
records in that State's criminal justice in-
formation system. Use of information in in-
terstate systems or the use of Information
obtained through interstate transfer shall be
governed solely by this Act and implenient-
ing regulations.

SECURITY OF CRIMINAL JUSTICE INFORMATION
SYSTEMS A

SEc. 11. (2) ‘The security of Information in

a criminal justlce information system subject

T ————
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to this Act shall be assurcd by management
control by a criminal justice agency.

{b) Al criminal justice Information sys-
teins subject to this Act shall meet securlty
standards promuigated by the Attorney Gen-
ernl to guard against unauthorized sccess to
dato contalned in the systems. These stand-
ards will include, but not be limited to—

(1) Implementation, operation and man-
agement countrol of criminal justice informa-
tion systems.

(2) Systen design standards whlc_h take
maximum advantage of security provided by

xisting technology.
€ (3) c:‘?—’hj\rslcal security standards for tha
system facility and associated telecommuni-
--cntions networks. . ]

{4) Adminlstrative proceduies for gaining
access to data, safeguarding dats and re=-
moving of data. ’

(c) The Attorney General shall provide for
a continuous review and periodic audits of
the operations of eriminal justice informa-
tion systems %o assure that there Is full com-
pliance with the standards Issued pursuant ta

actions and sanctions are promptly invoked
when required.
OPERATING PROCEDURES ° _
Sec. 12. (a) All criminal justice Informa-
tion systems subject to this Act shall include
operating procedures which are consistent
with the regulations established and pro-

Ll

mulgated by the Attorney Creneral and at a
minimum shall— .

(1) include a program of verification and
audit to insure that criminal offender record
information is regularly and accurately up-
dated, . .

{2) limlt access and dissemination of crim-
inal justice Information in accordance with
the provisions of this Act, .

(3) provide an administrative review me-
chanism for challenges by individuals to the
accuracy or completeness of their records,

(4) Undertake an afirmative actlon pro-
gram for the tralning of system personnel,

(5) requlre a complete and accwrate record
of nccess and use made of any information
in the system including the identity of all
persons and sgencles to which access has
cen given, consistent with section B(f).

(b) Each agency which operates an auto-
ated  criminal justice information system
ubject to this Act shall publish notice at
least once a year of sl
-(1) its existence, o
2) the nature of the system, ’
3) policles regarding storage, duration of
retention and disseminatlon,

H
L

(4) procedures whereby an individual can-

review criminnl offender record information
regardlng himsel?,

(5) the title, name and business address of
the person immediately responsible for the
system.

With régard to a system operated by the-

Tederal Government, such notice shall be
published In the Federal Reglster.

(¢) Any agency operating or participating
in a criminal justice information system sub-
jet to this Act may be reguired to provide
perlodic reports to the Attorney General.

ADMINISTRATIVE SANCTIIONS

- Sec. 13. (a) In the event that a eriminal
justlee agency (1) obtains information from
a criminal justlce informatlon system sub-
ject to this Act and uses or dissemlinates
that information in a manner which violates
this Act or regulations issued by the At-
torney General, or (2) fells to provide dis-
positional information required by subsec-
tivn 7(a), the agency may be denied access
to eriminal justice information systems sub-
jeet to this Act. ;

.

tiis section and that sppropriate corrective:

(b} An agency or person, other than &
criminal justice agency, who obtains crimli-
nal offender record information and uses
that information Iln violation of this Act or
regulations issued by the Attorney Geperal
may be denled the use of crimninal offender
record information subject to this Act.

(c) Procedures for implementing thls sec-
tion shall be set forth in regulations issued
by the Attorney Generasl. The regulations
shall provide that no sanction may be jm-
posed pursuant to subsectlon (a) untll the
Attorney General or, where appropriate, o
State oficial has (1) provided notice of the
alleged violatlon to the criminal  Justice
agency in question, (2) . determined that
compliance cannot be secured by volunfary
means, and (3) determined, ufter opportu-
nity for hearing, that substantial or repeated
violation of this Act or regulations Issued by
the Attorney General has occurred.

CIVIL AND CRIMINAL REMEDIES

Sze. 14. (a) (1) To obialn judicial review,
pursuant to subsectlon 8(g), of & final ad-
ministrative decision, an individual may
bring a civil action against the responsi-
ble agency. .

(2) An indlvidual with respect to whom
eriminsl justice information has been main~
talned, disseminated or used in viclation of
this Act or implementing regulations may
bring a civil action against the individual
or agency responsible for the alleged viola-
tion. If relief is sought against both the In-
dividual and the agency responsible for the
alleged violation, such rellef shall be sought
in a single action. : )

(b) (1) If a defendant in an action brought
under subsection (a) is an officer or employee
or agency of the United States, the action
shall be brought in an eppropriate United
States district court. :

(2) If the defendant or defendants in an
action brought under subsection (a) are pri-
vate persons or officers or employees or agen-
cies of & State or local government, the ac-
tion may be brought in an appropriate
United States district court or in any other
court of competent jurisdiction. .

(¢) The district courts of the Unlted States
shall have jurisdlction over actions described
in subsection (b), without regard to the

-amount in controversy..

(d) A prevalling plaintif in an action
brought under subsection (a) may be
granted equitable rellef, including injunc-
tive rellef, and actual damages, and may be

CONGRESSIONAL RECORD — SENATE

awarded costs and reasonable attorney fees..

In appropriate cases, s prevalling plaintiff
may also be awarded exemplary demages.

(e) Any person who dissenminates or uses
criminal justice information knowing such
dissemination or use to be in violation of
this Act or any applicable regulations shall
he fined not more than $10,000 or imprisoned
for not more than one year, or both.

(f) Good fatth reliance upon the provi-
sions of thls Act or of applicable law gov-
erning malntenance, disseraination, or use
of criminal justice information, or upon
rules, regulations, or procedures prescribed
or approved by the Attorney General shall
consbitute a complete defense to & criminal
action brought under this Act. With respect
to damages, such rellance shall constitute a
complete defense for an indlvidual or an
agency in a civil acttion brought under this
Act. Such reliance shall not constitute a do-
fense with respect to eguitable relief.

COMPLIANCE WITH ACT,

SEc. 15, Any State or local agency which
operates or participates in o criminal justice
information system subject to this Act shall
comply with this Act and Wwith regulations
issued by the Attorney General and shall be
deemed to have consented to the bringing
of nctions pursuant to subsection 14{a). "
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. REGULATIONS OF THE ATTORNEY GENERAL
Stc. 16. After appropriate consultation
with Federal snd State agencies which op~
erate or use criminal justice information
systems, the Attorney General shall lssue
regulations tmplementing this Act.
AUTHORIZATION

Sec. 17. There are hereby authorized to be
appropriated such funds as may be neces-
sary for the Attorney General to implement
this Act.

EFFECTIVE DATE

Sec. 18. This Act shall become effective

one year after the date of enaciment, except

‘that section 17 shall become effective upon

the date of enactment.

CRIMINAL JUSTICE INFORMATION. SYSTEMS ACT
OF 1974~ SECTION-BY-SECTION ANALYSIS

Bec. 1 is the enactment and title clause,.

Sec. 2. Findings and Purpose~
_'Subsection (a) refers to the usefulness
of exchanging criminal justlce information
between Federal and State criminal justice
agencies and hetween States, but polnts out
the need to safeguard the rights of affected
individuals. i . e

Subsection (b) states that criminal juse
tice information is to be used for a non-
criminal-justice purpose only when such use
is justified on the basls of welghing the in-
terests of the indlvidual agalnst the needs
of government or soclety. :

Bubsection (c) sets forth the constifite
tional basis for the Act. : ’

Sec. 3. Definitions—

Subsection (a). “Criminal justice infor-
mation system”. This definition sets forth
the basis for the coverage of tha Act. The
term refers to systems, sutomated or man-
ual, for the collection, processing, preserva-
tion or dissemination of criminal justice
information,

Subsection (b). “Automated system™ is de-
fined as a criminal justice information sys-
tem which utilizes electranic computers or
other sutomatic data processing equipment,
This term applies where part of the system
is automated and part manual, for exam-
ple, a systema which stores criminal offender
record information in a.computer file. .

Subsection (cy. “Criminal offender record
jnformation” includes (1) the factual sum-
mery of events of each formal stage of the -~
eriminal justice process: notations of ar-

.rest, the nature and disposition of criminal

charges, sentencing, confinement, parole and
probation status, formal termination of the
criminal “justice process as to a charge or
conviction and (2) physical and other iden-
tifying data. : .
Subsection (d). “Criminsl intelligence in-
formation” is defined ag information which
is compiled by criminal justice agencies for
purposes of criminal investigation and which
i3 indexed under an individual's name or
otherwise  assoclated with an individual.”
Such information may include reports of -
informants or investigators. This term does
not include criminal offender record in-
formation, and any agency which maintaing
both eriminal intelligence information and
criminal offender record information must
keep the two types of information separate,
However, accounts of arrests or convictions
may be expected in investigative reports, and
there is no intention to execlude such non-
gystematic references to offender record In-
formation from criminal intelligence files.
dubsection (g). “Criminal offender proc-
essing Information” 1s defined as detalled re-
ports (as opposed to notations), identifiable
t0 an individual, and compiled by any crimi-" .
nal justice agency for the purpose of process-
ing the Individual from the time of arrest

" to the time of release from supervision. Thia -

would include background reports on in-
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aividual offenders such as arrest reports, pre-
rentence reports, ete.
subsection (). “Criminal justice informa-

. tiun” is defined to include criminal offender

racord information, criminal intelligence in-
formation, and criminal offender processing
information. Files that are not maintained
in an indlvidually identifiable manner,
such as chronologlcally ordered police blot=
tors and court dockets, are not considered
within the scope of the Act.

Subsection (g). “Criminal justice” is de-
fined to mean any activity pertalning to the
enforcement of criminal laws., This term
includes police eflorts to prevent, control

or reduce crime or to apprehend criminals,

Also included are activities of prosecutors,
courts and corrections, probation, pardon or
parole authorities. .
Subsection (h). “Criminal justice agency”
means & public agency, Federal, state or

Aocnl, whose principal function is the per-
, formance of activities pertalning to crimi-
/ nal justice. The definition includes a “com-

ponent” of a public agency il the principal
function of the component Is performing
activitles relating to criminal justice. For
example, a unit of the Internal Revenue
Service which has as its principal function
investigation of criminal violations of the
tax laws would be a “criminal justice agency”
even though the Internal Revenue Service
as a whole would not come within that de-
finitlon. . .
" Subsectlon (1). "“Interstate system” is de-
fined as a system for the transfer of criminal
justice information between criminal justice
agencies located in two or more states,
Subsection (j). “State” 15 defined to in-
cludes’ the District of Columbia, Puerto Rlco
and the territories or possessions of the
United States. ' '

Subsection (k). “Attorney General” is de-

fined as the Attorney General of the United
States or his deslgnee. Y

. Jubsection (1). “Sealing” is defined as the
closing of & record so that information will
no longer be avallable except for review hy
an individual to whom the record pertains
or by court order, or a specific determination
of the Attorney General.

See. 4. Coverage—

Subsection (a) speclfies the type of sys-
tems whlch are covered by this Act. Such
systems include those operated by the Fed-
eral Government, funded in whole or in part
by the Federal Government, an Interstate
system and any system which is engaged in
the exchange of criminal justice information
with tho above systems to the extent of such
poerticipation.

Subsection (b) provides that the Act ap-~

pliea to criminal justice information ob-.

tained from a foreign government or an in-
ternational agency to the extent that such
information is contained in a system subject
to this Act. When such information is pro-
vided to s forelgn government or an inter-
nationnl agency, use of the information by
the foreign government or Internationsl
agency should hbe consistent with this Act.

Subsection (c¢) exempts lists or systems
used by criminal justice agencles for the pur-
posa of identifylng or apprehending fugi-
tives or wanted persons.

Sec. b, Access and Use—

Subsection (a) sets forth that the provi-
sions of this section apply to any criminal
Justice Informatlon system subject to this
Act and to any sgency or person who ubtains

information from such a system elther di-

Tectly or indirectly.

- Nothing in the Act {3 intended to prevent
the public release of general Information
oconcerning an offense, r specific arrest, in-
dlctment, or disposition, within a reasonsble
time after the event has occurred.
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Subsection (b) limits direct access to crim-
inal justice information gystems to author-
ized officers and employees of criminal justice
agenciles. Standards and procedures for deter-
mining what off.cers and employees are “au-
thorized" are to be prescribed by regulations.
All inforrastion permitted for non-eriminat
Justice purposes must be obtained through
& criminal justice agency. :

Subsection (¢) provides that eriminal in-
telligence information may only be used for
a criminal Justice purpose (except as stated
below) and that reed for such u1se must have
been established in accord with regulations
issued under the Act. Thus, an agency seek-
ing such. information has the burden of es-
tablishing its entitlement and systems are to
be designed so that such information is not
routinely obtainable by the requesting agen-
cy. The provision allows criminal intelligence
informatfon to be used for non-criminal jus-
tice purposes if the Attorney General deter-
mines in a partlcular case or class of cases
that use i3 necessary for reasons of national
defense or foreign policy. '

Subsection (d) provides that criminal of-
fender processing information may be used
only for a criminal justice purpose (except
as stated below) and only where need has
been established in accord with regulations
to be issued under this Act. Pursuant to a
court order, Federal or state statute or regu-
lation particular criminal offender proces-
sing information conecerning an individual
may be made avallable to him. Under pro-
cedures which shall assurs security and pri-
vacy of such information, information may
also be made available to qualified persons for
research related o criminal justice. Criminal
offender processing information may be made
available for a non-criminal justice purpose
if such use is expressly providsd for in a
Federal or State statute. -

Subsection (e) relates to use of criminal.

offender record information and provides
that such information may be used for crirhe
inal justice purposes. That is, one criminal
Justice agency may obtain criminal offender
record information from another agency for
use with regard to the former’s criminal jus-
tice responsibilities,

Criminal offender record information may
be used for a purpose not related to eriminal
Justice if such use 1s expressly provided for
in a Federal statute or executive order or in
A state statute. A municipal ordinance is not
a sufficlent basis unless the ordinance im-
plemeunts or 18 a type expressly authorized

by a state statute dealing with use of crim-

inal offender record information.

The determination whether a statute ro
executive order “expressly provides for” such
use shall be made by the Attorney General.
His determinations shall be conclusive,

The provisions of Subsectlon (e) allow-
ing for non-criminal justice uses of offender
record Information are subject to the further
limits on arrest records contained in Sen-
tion 8.

One reason for the delayed effective date
of this statute is the hope that it will provide
an opportunity for states and the Federal
Government to carefully review the statu-
tory authorizations that now exist.

Criminal offender record informsation may
also be made aveilable to gusliified persons
for research pertaining to criminal justice.
Such use is to be governed by regulations
which shall establish procedures to assure
the security of the information which is re-
leased and to protect the privacy of the in-
dividuals to whom the information relates.

Subsection (f) regulres that records must
be maintained fo: each criminal justice In-
formation system with regard to (1) requests
for use of criminal justice lnformation and
(2) the source o! criminual offender record
information.
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Sec. 6. Review of Criminal Offender Rec-
ord Information by the Individual—

Subsection (a) requires that an indi-
vidual, after complying with applicable reg-
ulations, be entitled to review criminal of-
fender record information regarding himself
and obtain a copy for the purpose of chal-
lenge or correction. This requirement does
neot apply to either criminal intelligence in-
}'ormation or criminal ofender processing
information. It is intended that the regu-
lations will contain procedures to anowcan
attorney to ac on behalf of an individual,
and to facilitate individual review of rec-
ords maintained at geographiecally. distant
polnts. - .

Subsection (b) provides that each Federal
and State agency adopt regulations te im-
plement this section.

Subsection (c) requires that whenever
criminal offender record information is re-
quested for a non-crimina} justice purpose,
the requester must notify the individual to
whom the information refers that informa-
tlon s being requested concerning him, and
that he has a right to review the record for
purposes of challenve or correction. The reg-
ulations will contain procedures designed
to assure that such notice is glven prior to
release of the information in order to mini-
mize the chances for release of Inaccurate
information,

Subsecion (d) prohibits Any agency or
person from requiring or requesting an in-
dividual to show or transfer a copy of this
information regarding himaelf.

Subsection (e) states that an individual
who exercises his right of review and who
disputes the accuracy or combpleteness of
the information may apply to have the in-
form‘a.j;lon. corrected or supplemented. The
anplication is to be made to the agency (or
agencles) responsible for the allezedly in-
accurate or incomnlete information. Nor-
mally the individual apolying for corrective
action must apoly to the arresting agency
or to the prosscutive agency, court or cor-
rectional institution, where appropriate,
The responsible agency will normally not
he the agency maintaining a statewide or
national flle.

Any necessary corrections or revistons are
to be made by the responsible ageney as
soon as possible and are to be dissetni-
nated to all past recivients of the erronecus
or incomplete Information.

Subsection (f) reauires that any indi-
vidual who is not satisfled with the dispo-
sition of his request for correction or re-
vislon be afforded admlnistrative review.

Subsectlon (g) gives a right of judicial
review to any individusl who is not satis-
fled with the decision resulting from final
admintstrative review,

Sec. 7. Accuracy aud Completeness of
Criminal Offender Record Information—

Subsection () reqguires a criminal Jus-
tice agency contributing criminal offender
record information to o system sutbject to
this Act to assure. that the information
which it ‘contributes is accurate, complete
and regularly revised to include disposi-
tional and other subsequent information.

Subsection (b) states that all criminal
justice agencles, covered by this Act, must
take steps necessary to achleve compliance
with subsection (a). Criminal justice agen-
cles include courts and correctional au-
thorities.

Sec. 8. Dissemination ot Arrest Records—

Subsection (a) states the coverage of this
section. The section applies to any criminal
Justlee information system subject to this
Act and to any agency or person who dl-
rectly or Indlrectly obtains crimlnal oftender
record Information from such a system,

Subsection (b) restricts disseminatlon of
an arrest record that does not include final
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dispositton ¥ a final disposition hag been re-
ported by the contributing criminal justice
agency. Each use of & record ghall require an
inguiry of the system to assure that the in-
forniatlon is up-to-date and acdéurate.
Subsection (¢} proliibits dissemination of
an arrest record for non-criminal justice pur-
poses if there Is an acquittal, dismissal,
abandonment of prosecution or an interval
of one year has elapsed from date of arrest
and no active prosecution is peunding. How-~
ever, if within this one-year pertod the in-
dividual is a fugitive, the time period during
which he is a fugitive is excluded. Or, it a
person 1s tried on only one of several charges,

“and when sentenced, the other charges are

held open until the completion of the sen-

tence glven, this would be interpreted as-

“potive prosecution still pending”.
Subsection (d) exempts from the above

prohtbition (1) cases where the Attorney
Genersl determines that for nasional defense .

or foreign policy reasons it should not apply,
(2) with regard to the appointment of cer-

‘ tain officers by the President, (3) use for

research purposes under section 5(e) (3), (4)

use pursuant to review of a record by an
individual, or adjidication of 4 claim that |

the information is inaccurate or incomplete,

© () where a court order spedifically provides :
otherwise,” or (8) where a Federal statute

expressly provides otherwise.

_ Sec. 9. Sealing of Criminal Offender Rec-

ord Information— . i .
Subsection (a) requires that criminal of-

fender record information be sealed under

specified. clrenmstances. "

Subsection (b) requires that regulations '

provide at a minimum the sealing of crim-

inal offender record information when spec-

ified periods of time have elapsed and an in-
dividusl has been free from the jurisdiction
or supervision of any criminal Jjustice agency.
The regulations will establish standard pro-

- cedures whereby the State will provide infor-

mation as to the maximum penalty for the
particular offense when notation of the sen-
tence is entered into the system.

Subsection (c¢) allows the regulations to™

exempt partlcular systerns from full compli-
ance with the sealing  requirements wheve
pecause of the manual nature of such sys-.
tems, such full compliance wowld not be
feasible. In particular, it is anticipated that
records predating the effective date of this
Act will be considered for sealing on a one-
by-one basis as they are requested for use or

as they are coded for conversion to auto- -

.mated systems. .

The regulations must also set forth pro-
cedures for access. Where access to a sealed
récord 1s allowed in connection with review
by the Individual, on the basis of a court or-
der, or & specific determination of the Attor-
ney General, regulations must set forth pro-
cedures to be followed. ’ .

Sec. 10. Précedence of State Laws—

This section specifies that where a par-
ticular State has a law or regulation which
affords an indlvidual rights of privacy which
are designed to protect the interests of indi-
viduals who are the subject of -Information
in the State’s criminal justice information
system, that such a law or regulation would
not be in conflict with this Act. A State may
provide rights of privacy or protection for

information in its system greater than those .

set forth in this Act and such provisions

would govern in that State's criminal justice -

information systems.

Sec. 11, Security of Criminal Justice In-
formation Systems— .

‘This section is designed to minimize the
possibility of unauthorized disclosure by set-
ting forth the means by which such systems
shall be operated, The -zecurity of informa-
tion in a system subject to this Act must
he assured by management control by a
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criminal justice agency. Also, such systems
must meet security standacds promulgated
" by the Attorney General to guard against
_unauthorized access to data within them,

In addition, the Attorney General is di-
rected to provide for a continuous review
and periodic audits of the operations of these
systems 1o assure full compliance with the
standards lssued pursuant to toils section.

Sec. 12. Operating Procedures—

Subsection (a) requires that all criminal
justice Information systemus subject to this
legislation must include specified minimum
operating procedures which are consistent
witli the regulations established and promul-
pgated by the Attorney General, .

Stbsection (b) requires an agency which
operates an automated eriminal justice in-
‘formatlon system subject to this Act to
publish once a year notice of the existence,
nature, and procedures governing the sys-
tem. If such a system is operated by the
Federal Government this notice shall be
published in the Federal Reglster. ’

Subsection (c) allows the Attorney Gen-
eral to require any egency participating in a
criminal justice information system subject
to this legislation to provide periodic re-
poris. . N

Sec. 13. Administrative Sanctions— -

Subsection (a) provides that & criminal

justice agency may be denled access to crim- -

inal justice information systerns which are

subject to this Act if such &n agency (1) .

. obtains information from such a system, and

. uses or disseminates that information in vio- -

lation of this Act or the regulations issued
pursuant to it, or (2) such agency falls to
provide dispositional information required
by the Act. .

Subsection (b) provides that any person
or agency, other than & criminal justice
agency, may be denied the use of criminal
offender record information if such person
or agency uses such information in violation
of this Act or regulations issued pursuant
"~ to it by the Attorney General.

Subsection (c) states that procedwres re-

garding use of administrative sanctlons are

to be set forth in regulations of the Attor--

ney General. -
Ske. 14, Civil and Criminal Remedies—

Subsection (a) (1) permits an individual

who is5 dissatisfied with the final adminis-
trative decision regarding his request for
correction and revision of criminal offender
¢ record Information which pertains to him, to

agency. .

Subsection (a)(2) permits an.individual
with respect to whom criminal justice in-
formation has been maintained " digsemi-

nated or used in violation of the Act or -

regulations Issued pursuant to It, to bring

a clvil actlon sgainst the responsible person
| or agency. ’ o "

Subsection (b) (1) requires that such civil
actions must be brought in the appropriate
United States District Court i a defendant
is an officer, employee, or agency of the
Unlted States. . . .

Subsection (b)(2) provides that if the
defendants in such civil actions are private
persons, or officers, employees or agencles of
& state or local government, such actions may
be brought in an appropriate United States
District Court or any other court of com-
petent Jurisdiction. ) '

Subsection (c) provides that the district
courts of the United States have jurisdic-
tion over such civil suilts without regard to
the amount in controversy.

Subsection (d) provides that a prevalling
plaintiff in such civil actions may be granted
equitable rellef, damages, costs; and reason-
able attorney fees. Exemplary damages may
also be awarded when appropriate.

Subsection (e) provides criminal penal-

bring s civil action against the responsible ~
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ties for dissemlnation and wuse of criminal
justice Information which is in viclation of
the Act and any applicable regulations ise
- sued pursuant to it. It is assumed thav
forgeries or other unauthorized alterations
of records subject to this Act are punisnable
under 18 U.S.C. § 1001 et. seq., and similar
provislons of law. -

Subsection (f) provides an indlvidual o
agency with a complete defense agalnst auy
civil or criminal action (except an action for
eguitable relief) when such an individual or
agency acts tn good faith relying upon the
provisions of the Act or on applicable law
-governing .the maintenance, dissemination,
-or use of criminal justice information, or

- upon rules, regulations, or procedures pre«
scribed or approved by the Attorney General.

The defense of “good faith” is intended to
- apply only- where one Innocently followed
the rules without notice that there was a
<lalm of error or invalidity. The test is an
objective one and not the actual state of
mind of the indlvidual. Good faith reguires,
the exercise of reasonable diligence to learn
the truth when one is put on Inquiry. - °_

It is anticipated that the remedies con-

- tained in this sectlon will be applied con-
slstent with the provisions of the Firsy
© Amendment to the- Constitution. k
Sec. 15. Compliance with Act—.- -
. This sectlon would require any state or
local agency which operates or participates
in a criminal justice information system
- which s subject to the Act to comply with
the Act and with the regulation’ issued pur-
suant to it by the Attorney General. Also,
any such agency would be deemed to have
consented to the bringing of such civil ac-
tlons as authorized by the Act. .

Slec; 16. Regulations of the Attorney Gen-
eral—

The Attorney General is required to issue
regulations implementing this Act after ap-
propriate consultation with Federal and
state agencles operating or using criminal
justice information systems, -

Sec. 17. Authorization— C

Authorlzes funds for the Attorney Gen-
eral to implement the Act.

See, 18. Effective Date— .

Sets the effective date of the Act to be

_one year after the date of enactment, except
for the authorization of funds section, which
woultd become effective the date of enaci-
ment. .

OFFICE OF THE ATTORNEY GENERAL,
Washington, D.C., February 5, 1974."
The Vi¢E PRESIDENT .
U.8. Senate B
Waushington, D.C. S e
Dear MR. Vice PrRzSIDENT: Enclosed for
" your conslderation and appropriate reference
is & legislative proposal entitled the “Crimi-
nal Justice Information Systems Act of 1974."
This is & legislative proposal to facilitate
- and regulate the exchange of criminal jus-
tice informadtion. . )
‘The proposal, I believe, has achieved an
. appropriate balance between thie informa-
tion needs of governments and the. con-
stitutional rights of persons affected by the
collection and dissemination of criminal
justice information. This blll is more coms= .
prehensive than the proposal originally sube
mitted during the 92nd Congress, 13t Sesston,
-and introduced as S. 2546. This bill is ape-
plicable to any criminal justice iInformation
system which s operated by the Federal
- Government or i1s funded in whole or in part
by the Federal Government. Also covered is
. any interstate system and any system which
s engaged in the exchange of Information
. with & Federally operated, Federally funded.
_or Interstate system. Both automated and
_ manual systems are covered.
Direct access to criminal justice informae




R
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tiou systems is lmited to criminal justice
agencies. Criminal offender record informa-
tion in & system may only be used for crimi-
nal justice purposes unless thare 1s a Fed-
eral statute, Executive order or State statute
~wiilch expressly provides for & non-criminal
justice use. This would mean that criminal
offerder record information would be un-
available for employment or credit checks
unless a statute specifically required such
use.

The draft bill provides the individual with
tne right of revliew of his record for the pur-
poses of correction. Stringent restrictlons on
dissemination are provided. Criminal of-
fender record informatlon is required to be
accurste and complete pnd provision is made
for the sealing of criminal offender record
information after the passage of & -stated
period of years during which the individual Is
free from the supervision of & criminal jus-
tice system. Provision is made for adminis-
trative, civil and criminal sanctions against
those who use or disseminate information in
violation of the Act. :

Several provisions of the bill would require
changes in the current practices of some
government agencies, particularly non-crimi-
nal justice ageucies that have traditionally
made use of crirminal justice data for various
purposes. The debate and actlon taken on
this proposel should serve to clarify national
policy in this area and to provide a frame-
work for subsequent efforts which will,
hopefully, bring scme order and consis-
tency to the array of statutes and regula-
tions that are relied on for access and use
to criminal justice information.

The proposed leglslation reflects a strong
concern for the securlty and privacy of data
in criminal justice informatlon systems and
denls effectively with the fundamental is-
sues involved, Its early and favorable consld-
eration 1s urged.

The Ofice of Management and Budget has
advised that there is no objection to the
submission of this proposal from the stand-
point of the Adminlstration’s program.

Sincerely,

Attorney General,

' COMPUTERIZED CRIMINAL HIS-
TORY DATA BANKS

Mr. ROBERT C. BYRD. Mr. President,
I applaud the President’s statement in
the state of the Unlon address that in-
dividual liberties must be protected from
the unwarranted invasion of computer-
jzed criminal history data banks. The
Justice Department is supporting legisla-
tion that, for the first time, would place
1zgal restrictions on local, State, and
Federal erime data banks, This is a slg-
nificant recognition on the part of the
administration of the growing concem
. of the possible abuses inherent in a large
computerized criminal data bank, such
as the FBI's National Crime Information
Center—NCIC. -

According to statistics I received yes-
terday from the FBI, the NCIC telecom-
munications network had 89 control
terminals at criminal justice agencles, 56
of which are computerized. In addition,
all 59 FBI ficld offices are linked to the
central computer at FBI headquarters.
Through this system, information from
more than 4.8 million records stored In
the FBI's computer is almost immediate~
1y avallable to more than 6,000 police
agencies. The NCIC handles more than
121,000 transactions dally.

There are over 440,000 computerized
criminal histories—CCH—in the NCIC.

_These statistics are increasing at an
accelerated rate—during the hearings on
the confirmation of L. Patrick Gray to
be FBI Director, the Bureau estimated
the following growth for the NCIC in the
coming years: The number ¢f records
that will be contalned in NCIC in 5 years
will be 10.1 million and 10 years hence
will be 21.7 millicn; the number of com-~
puterized erimineal histories contained in
the NCIC computer in 5 years will be 3
million and 10 years hence will be 8
million.

The anticipated growth of the NCIC
adds greater urgency to the necessity for
congressional action to assure strict and
yet workable procedural safeguards for
the system. .

Both the bill introduced by Senator
Ervin and the bill introduced by Senator
Hruska are intended to be starting points
for intensive hearings to determine what
safeguiards are necessary to protect indi-
vidual liberties and, at the same time,
to allow the most effective use of the sys-
tem in aiding the criminal justice sys-
tem. For this reason, I have Jolne
as & cosponsor of both bills, - - :

I appreciate the courtesy of the Sen-
ator from North Carolina (Mr. Ervim)
and the courtesy of the Senator from Ne-
braska (Mr. Hrusxa) in allowing me to
join as & cosponsor of both hills.

As a member of the Constitutional
Rights Subcommittee of the Judiclary
Committee, this l1as been an area of con-
cern to me for some time. This is a diffi-
cult field in which to legislate, but it is
one in which we must legislate to care-
fully delineate the lines beyond which
such computer systems may not go. Ev-
eryone recognizes the blessings such a
system may bring for our law enforce-
ment agencies, but at the same time, we
must be alert to the dangers that are in~
herent to such a system.

I think we in the Congress must care-
fully weigh the interests involved in this
legislation and come forward with guide-
lines to be followed in the future.

Mr. MATHIAS. Mr. President, it Is
with a rare sense of satisfaction that we
come together for introduction today of
the “Criminal Justice Informatlon Con-
trol and Protection of Privacy Act of
1974.” I am bpleased to join Senators
Ervin and Hausxa and other Members
of the Senate, in introducing this bill,
and to also cosponsor the administra-
tion's bill on the same subject.

My satisfaction steras from finally
seeing progress and sensing victory on
an issue of vital importance to the sur-
vival of constitutional government in
the United States. About 4 years ago, on
my motlon, the Senate directed the De-
partment of Justice to prepare guide-
lines on the use of personal information
held in data banks. This is the action
just described by the distinguished Sen-
ator from MNebraska (Mr. Hrouska.) Un-
happily, the Denartment ignored this
request and the Senate condoned the
lapse. ‘Thus, both the legislative and
executive branches demonstrated shock-
ing insensitivity to a hizhly sensitive
subject.

Today, that unfortunate chapter is
being excised from our record and we
are returning to the spirit in which the
Senate adopted my original proposal.

The administration merits support for
its stated policy and for the attention it
is drawing to the problems of privacy in
our society. The President’s state of the
Union message, and the Ilegislation
which is being introduced today, have
great significance, not only for their
symbolic value but because these bills
represent a genuine first step in one im-
portant facet of the privacy problem.
Not to be forgotten are two Attorneys
General, Elliot Richardson and William

-Saxbe, who are men sensitive to this is-

sue and who deserve credit for helping to
bring the Department of Justice to its
present posture. .

Ours has indeed become “an informa-
tion-rich world” and the availability of
the computer is both cause and effect of
this characteristic of modern society.
But the increasing sophistication of the
computer means that information con-
cerning individuals can, for the firsk
time, be collected and stored, shared,
analyzed, and brought to bear for good
or ill. Alexander Solzhenitsyn saw it
when he said in “Cancer Ward":

As every man goes through life he fllls in
& number of forms for thes record, each con-
taining a number of questions ... There are
thus hundreds of little threads radiating
irom every man, milllons of threads in all, If
these threads were suddenly to become visi-
ble, the whole sky would look like a spider's
web, and if they materlalized ‘as rubber
bands, buses, trams, then even people would
loose all the ability to move, and the wind
would bs unable to carry torn-up newsa-
papers or anturan leaves along the sireets of
the city. They mre not visible, they are not
material, but every man is constantly aware
of thelr existence . ., Each man constantly
aware of his own invigible threads, naturally
develops a respect for the people who mani-
pulate the threads.

The legislation introduced today rec-
ognizes the reality of these “threads”
and sattempts to reconcile the uses to
which our new technology can be puft
with the rights of individuals. It at-
tempts to draw the line which says how
and when the individual can be fettered
and how and when he shall be free. These
bills do not, it should be added, deal with
all problems of privacy. Many other pri-
vacy issues remain, such as the protec-
tion of fourth amendment freedoms and
the problem of vast amounts of informa-
tion concerning individuals presently col-
lected and held by private entities, They
do address one important facet of the
problem, eriminal records information
shared between law  enforcement
sgencies. ’ -

This is an issue with which I have long
been concerned. I began work on this
issue when I was in the House of Repre~
sentatives. In the 92d Congress, I spon-
sored an Omnibus Criminal Justice Re-
form Act which, in its concern for the
successful rehabilitation of the individual,
acquainted me with the problems of such
information. When Patrick Gray came
before the Senate Judiciary Committee
for confirmation, I prepared an extensive
list of questions concerning the FBI'S
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NCIC system and its relationship to State
sgencies. 'The information elicited In
thiose questions and in similar questions
propovnded to IBI Director Clarcnce
Welley, during the course of his con-
firmation hearings will, I am sure, be
useful to the work of the Senate.

Tn, November, I joined Senator ErvIN
in introducing legislation which would
have clarified what is, in my view the
currently ambiguous authority of the
FBI to disseminate informatlon in its
files.

The NCIC and participating State sys-
tems constitute a vast network for the
oxchonge of information between the
low enforcement agencies of the States
and the Federal Government and among
e States. This syslem has enormous
potential for increasing the capability of
law enforcement. When the system is
Jully operational, each individual police

ojiicer could instantaneously have in--

‘formation from all over the Nation con-
cerning suspects at his finger-tips sim-
" piyv by contacting his local computer ter-
minal. Such contact might even be made
from a patrol car. This tool can be ex-
iremely valuable to police and other law
cenforcement officials faced with prob-
lems which do not respect jurisdictional
lines or, in our modern society, distance.
But as with so many technological
" wonders of our age, this miracle for com-
municating information raises
problems which must be addressed. In
this case, the problems concerning using
this system in a way that protects con-
stitutional liberties and civil rights, in-
eluding the right of privacy.
with the introduction of this legis-
lation today, the Senate is undertaking
to resolve o number of issues with re-
spect to criminal history information.
These important issues are the classi-
fication of types of information which
can be collected, the uses to which it can
be put, the persons to whom it can be
disseminated, the right of inspection
snd cxpungement by citizens who might
tw affected by such information, and
penalties for those who misuse such in-
formation. This legislation will be the
subject of hearings and much study
within the Judiciary Committee and I
am confident that differences hetween
Ihe two hills which are today being in-
troduced will be reconciled. I look for-
ward to continuing my participation in
this process.

o

STUUBMISSION OF SENATE RESOLU-
I'TON 276-—DISAPPROVAL OF PRES-
IDENT'S PAY RECOMMENDATIONS

Mr. DOMINICK. Mr. President, last
April, I joined with Senators CoO1TON,
Young, McCLURE, HANSEN, HRUSKA, GUR~
nEY, PERCY, BARTLETT, THURMOND, "TAFT,
Cunr1is, DBELLMON, BENNETT, JIANNIN,
ArmgrnN, RoTH, and ToweR in petitioning
the President to hold in abeyance any
atnry  increases recommended by the
Commission on  Lxeculive, Legislative
and Judicial Salaries through the re-
mainder of calenglar year la'?"i, and until
the inﬂatlonar
under countrol  to Justify increases
throughout the cconomy.

new -

CONGRESSIONAL RECORD — SENATE

1 was gratified that salary increases
were not proposcd last year. The budget
submitted to the Congress yesterday by
the President, however, included a pay

raise for some 2,800 top officials in the-

executive, legislative, and  judicial
branches presently carning $36,000 to
$60,000. This would also increose the
salaries of nearly 10,000 career Federal
employees who are now at the $36,000-a~
year level. This raise will automatically
go into effect within 30 days unless Con~
gress votes it down.

Since I am still of the opinioén that it
would be count('rproductwe to seek any
increases in salaries while the Nation is
seeking to stabilize its economic position
both domestically and in the interna-
tional community, I am today submit-
ting a Senate resolution on hkehalf of
myself and Senators McCrune, HANSEN,
GURNEY, BARTLETT, THURMOND, CURTIS,
RorTH, 'TarT, TowER, and HeLMms, to dis-
approve the rccommendations of the
President for a pay raise.

Mr. President, with the prevailing
energy crisis, rising unemployment, in-
flation, and the threat of a recession
combining to force our Nation's citizens
to tighten their belts, it seems inconsist-
ent to grant raises of $9,000 or $10,000
over the next 3 years to top officials of
the Federal Government whose present
salaries individually are from three to
five times what the average American
family earns per year.

I am confident that my colleagues will
take these facts into consideration and
am hopeful that they disapprove these
salary inereases before expiration of the
30-day deadline.

After 2all, one of the inflationary
pushes we have in this country is deficit
spending which has been OK by Con-
gress. To have us, as Members of Con-
gress, go ahead from there, and then we
take care of ourselves while we continue

deficit spending, seems to me to be total~

1y out of line.

Mr. ERVIN. Mr. President, will the
Senator from Colorado yield?

Mr. DOMINICK. I am happy to yield
to the Senator from North Carolina.

Mr, ERVIN. Mr. President, I wouild like
to ask the Senator if he would add my
name as a cosponsor of his resolution.

Mr. DOMINICK. I would be delighted
to do so. Mr. President, I ask unanimous
consent that the name of the Senator
from North Carolina (Mr, ErviN) be
added as a cosponsor of the resolution.

The PRESIDING OFFICER (Mr,

Domenicy) . Without objection, it is so
ordered.
Mr. DOMINICK. My, President, be-

cause of the urgency of this matter, I
send the resoluilon to the desk and ask
for its immediate consideration,

The PRESIDING OFFICER. The re-
solution will be stated.

The assistant legislative clerk read as
follows:

. 8. RES, 276
Resolution to disapprove pay recommenda~
tions of the DIresident
Resolved, That the Senate disapproves the

S& 2OUBMAIS F A ROPEORMIASERE

gress during February, 1974, pursuant o secs
tlon 225 (W) of the Iodornl Salavy oot of 1967,

S 1513

The PRESIDING OFFICER. Is there
objection to the present consideration of
the resolution?

Mr. HUGH SCOTT. Mr. President, 1
object.

The PRESIDING OFFICER. Chjcction
is heard. The resolubion wili go ovey vn-
der the rule.

e T W e

QUORUM CALL

Mr. ROBERT C. BYRD. Mr. President,
I suggest the absence of a quorum.

The PRESIDING OFFICER. The clerk
will call the roll.

The second assistant legislative clerk
proceeded to call the roil.

Mr. MANSFIELD. Mr. President, I ask
unanimous consent that the order for the
quorum cali be rescinded.

The PRESIDING OFFICER. Without
objection, it is so ordered.

THE TRUCKERS' STRIRKKE

Mr. McCLELLAN. Mr., President, I
want to make a few comments about an
intolerable situation that is developing
across this Nation. As all will remember,
during the second week in Dccember
1973, independent truck drivers by the
thousands engaged in a geveral sirilte to
bring the commercial life of the country
to a halt. Shots were firecd. Windshields
smashed. Commercial terminels and
truck stops were systematically obstruct-
ed. Wholesale blocking of highways in-
convenienced thousands of travelers. By
all appearances, the strike was coordi-
nated and organized.

At that time I was stunned that my .
own State of Arkansas had acquired the
dubious distinctlon of hosting the most
violent incident in the strike—the explo-
sive destruction of a tractor-trailer in
Widener, Ark. That incldent was vividly
reported in the Washington Star-iNews
on Friday, December 14, 1973. I ask
unanimeous consent that this article be
printed in the Recorn following my re-
marks.

The PRESIDING COPFICER. Without
objection, it is so ordered.

(See exhibit 1.)

Mr. McCLELLAN. Mr. President, it is
now February and the whole pattern is
starting again, including the gunfire,
malicious violence and wholesale ob-
struction. I ask unanimous consent that
two articles from the Washington Post
of February 2, 1974, cdescribing these
events to date be printed in the chonn
following these remarks.

The PRESIDING OFFICER. Wlthout
objection, it is so ordered.

(See exhibits 2 and 3.)

Mr., McCLELLAN. This obstruction
and violence, which has adready resulted
in the death oi at least one person, can-
not be §ermitted to continue any longer
or tolerated in the future.

Mr. President, is the Federal Govern-

“ment without the tools to rleil vwith this

situation? The answer is *To.” Tihe eivil
11g11',s provisions ir titlc 18 of the United
rive mm e thayr ampie powey
bm& & of Jvstice to act.
(“uwnns of $he Umted Siates aaye a con-
sHiptional vishie to feavei maiely Broem one



